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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



In re Patent Application of: 
Jean-Luc Dauvois 



22511 



PATENT TRADEMARK OFFICE 



Application No.: 10/538,725 



Confirmation No.: 6778 



Filed: June 13,2005 



Art Unit: N/A 



For: METHOD FOR ACCESS CONTROL IN 
DIGITAL PAY TELEVISION 



Examiner: Not Yet Assigned 



RENEWED PETITION UNDER 37 CJ.R. S 1.47fb^ 



MS PCT 

Commissioner for Patents 

P.O. Box 1450 

Alexandria, VA 22313-1450 

Dear Sir: 

In connection with the Applicant's response to the Decision on Petition ("Decision") 
mailed July 26, 2006, please consider the following renewed petition under 37 C.F.R. § 1.47(b). 

In response to the Notice, Applicant submits two Declarations, the first made by 
Alexandra Dorotte, and the second made by Frederique Dersoir, which detail attempts to contact 
the non-signing inventor, Jean-Luc Dauvois, by multiple communication means. Alexandra 
Dorotte is an employee of Osha ■ Liang LLP, who works in the European office located in Paris, 
France. Frederique Dersoir is an employee of THOMSON who worked together with Isabelle 
Thibaudeau to obtain an executed Declaration firom Jean-Luc Dauvois. THOMSON is affiliated 
with Nagra Thomson Licensing. 

Both Alexandra and Frederique are persons with first-hand knowledge of the factual 
events surrounding attempts to obtain the non-signing inventor's executed Declaration. 
Specifically, the Declaration by Alexandra Dorotte sets forth the steps undertaken to contact 
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Jean-Luc Dauvois by registered mail and telephone. As required by the Decision mailed on July 
26, 2006, the Declaration by Alexandra Dorotte includes a verification of the last known address 
for Jean-Luc Dauvois. In addition, the Declaration by Alexandra Dorotte establishes that 
inventor Jean-Luc Dauvois, or someone associated with Jean-Luc Dauvois, received the 
application as filed with the USPTO along with the corresponding Assignment and Declaration 
documents for execution that was mailed to Jean-Luc Dauvois at the verified last known address. 

Further, the Declaration by Fr6derique Dersoir sets forth the final step undertaken to 
contact Jean-Luc Dauvois via registered mail. The original communication and corresponding 
English translation are provided as attachments to Frederique Dersoir' s Declaration. 

After diUgent effort, Nagra Thomson Licensing, whom the petitioner represents, has been 
unable to obtain a signed Declaration from Jean-Luc Dauvois. The Declarations made by 
Alexandra Dorotte and Frederique Dersoir establish that Jean-Luc Dauvois is an uncooperative 
inventor. 

Canal+ Technologies has sufficient proprietary interest in the referenced application, as 
evidenced by the attached Declaration of Gerard Delile, a French attorney of competent 
jurisdiction. The Declaration made by Gerard Delile establishes that Jean-Luc Dauvois made the 
referenced invention while employed by Canal+ Technologies and that Canal+ Technologies 
rightfully owns the present invention under French law. Canal+ Technologies underwent a 
name change from Canal+ Technologies to Nagra Thomson Licensing on June 21, 2004 {see 
attached French document entitled "Assemblee Generale Mixte," and the corresponding English 
translation, page 2). The attached document establishes chain of title from Canal+ Technologies 
to Nagra Thomson Licensing. Thus, Nagra Thomson Licensing has sufficient proprietary 
interest in the referenced application. 
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In addition, attached is an executed Declaration signed on behalf of the non-signing 
inventor. The Declaration is executed by the Chief Executive Officer (CEO) of Nagra Thomson 
Licensing, Jan Steven Mes. The executed Declaration includes the CEO's signature, printed 
name, title, and the date, along with Jean-Luc Dauvois's correct last known address. The 
executed Declaration establishes that Nagra Thomson Licensing has the requisite ownership in 
the referenced application. 

Applicant believs that this renewed petition, combined with the previously submitted 
evidence included in the original 37 C.F.R. § 1 .47(b) petition filed on July 7, 2006, satisfy all the 
elements required under 37 C.F.R. § 1.47(b). In light of the petitioner's diligent attempts to 
obtain the signature of the inventors and, pursuant to 37 C.F.R. § 1.47(b), the petitioner requests 
that the referenced application be examined without the signed Declaration of Jean-Luc Dauvois. 
Such action is necessary to preserve the rights of the Applicant and to prevent irreparable 
damage which may be caused by the loss of foreign rights for the Applicant. 

The verified last known address of Jean-Luc Dauvois is: 

80 rue des Victimes du Nazisme, 72000 Le Mans, France. 
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We believe this petition addresses all outstanding issues raised in the Decision mailed on 
July 26, 2006. If this belief is in correct, please feel free to contact the undersigned. Please 
apply any charges not covered, or any credits, to Deposit Account 50-0591 (Reference Number 
17250/018001). 



Dated: February 26, 2007 



Respectfully submitted. 



By. 



,^tjonalhan P. Osha "Tfta-^nr^ ^*+<-sn2^K^ 

^Registration No.: 33,986 
OSHA • LIANG LLP 
1221 McKinney St., Suite 2800 
Houston, Texas 77010 
(713) 228-8600 
(713) 228-8778 (Fax) 
Attorney for Applicant 



Attachments (Declaration by Alexandra Dorotte) 
(Declaration by Frederique Dersoir) 
(Declaration by Gerard Delile) 

(Declaration signed on behalf of the inventor by C.E.O. of Nagra Thomson 
Licensing) 

("Assemblee Generale Mixte" establishing Chain of Title) 
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Docket No.: 17250/018001 
(PATENT) 



IN THE UNITED STATES PATENT AND TRADEMARK OFnCE 

In re Patent Application of: 

Jean-Luc Dauvois Confinnation No.: 6778 

Application No.: 10/538,725 Art Unit: Not Yet Assigned 

Filed: June 13, 2005 Examiner: Not Yet Assigned 

For: METHOD FOR ACCESS CONTROL IN 
DIGITAL PAY TELEVISION 



DECLARATION OF ALEXANDRA DOROTTE 

1. I, Alexandra Dorotte, am over the age of eighteen years, of sound mind and 
competent to make this declaration. I work in the European Office of Osha Liang 
LLP as a pardegal. The facts stated herein are of my personal knowledge and I know 
them to be true and correct. 

2. I am fluent in both French and English. 

3. Jean-Luc Dauvois is the sole mventor of the following patent applications: 
10/538.725; 10/510,533; 10/544.009. 

4. Jean-Luc Dauvois's last known address, obtained from Thomson, is 80 rue Victimes 
du Nazisme 72000 LE MANS, France. 

5. I verified the last knovra address using a French-based online phone book service. 
Based on the results of my search, the last known address for Jean-Luc Dauvois 
appeared to be correct. (See Tab 1; Tab 1 shows a printout of the search results for all 
entries with the last name of "Dauvois" in the 72000 zipcode). 
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6. I sent a registered letter on October 18, 2006, to Jean-Luc Dauvois at his last known 
address. The letter included a copy of the Patent Application as filed along with the 
Declaration and Assignmeiat for each of the following patent applications: 
10/538,725; 10/510,533; 10/544,009. A copy of the Registered Letter and a 
corresponding English translation is attached under Tab 2. 

7. I received a first receipt torn the post office indicating that the registered letter under 
Tab 2 was sent to Jean-Luc Dauvois's last known address on October 19, 2006. (See 
Tab 3 for a true and correct copy of Ae first receipt). 

8. I received a second receipt from the post office indicating that the registered letter 
under Tab 2 was picked-up from the post office on October 23, 2006. (See Tab 4 for 
a true and correct copy of the second receipt). 

9. On November 2, 2006, 1 called Jean-Luc Dauvois at the phone number listed in the 
search results under Tab 1 . 

10. During our phone conversation, Jean-Luc Dauvois denied receiving my letter of 
October 18, 2006. However, Jean-Luc Dauvois confirmed that he previously worked 
for Canal+ Technologies and that he was in fact the inventor of the following patent 
applications: 10/538,725; 10/510,533; 10/544,009. Further, Jean-Luc Dauvois 
indicated that he was not willing to sign any of the Declarations at this time. 
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I, Alexandra Dorotte^ hereby declare that all statements made herein of my own 
knowledge are true; and further that these statements were made with the knowledge that 
willful false statements and the like so niade are punishable by fine or imprisonment, or both, 
under Section 1001 of Tide 18 of the United States Code, and that such willful false 
statements may jeopardize the validity of the application or any patent issued thereon. 

Signed this day ^ . of February 2007. ^QQo^^S^ 

Alexandra Dorotte 
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Votre requete : DAUVOIS 

LE MANS (SARTHE) 



Ville en Direct 


Min : 14^C 
™" Max : 24*C 


□Ian. yue aerienne. meteo. trafic. , 
webcam, cinema, spectacles 




[> Reponses en orthographe enacte 




1 raponsefs) 


fliste 1-1) 




dans la localite 








80 r Victimes du Nazisme 72000 LE MANS 
Plan I Xtin^r-airel Vue aerienne 1 A Droximiti 


02 43 89 75 15 
^ 08 73 89 95 73 



Demandez, c'e$t trouv4 1 



Nom 

Pr6nom 
Adresse 

Localite 

Departement 
ou region 



dauvois 



72000 



121, Avenue Dcs Champs felysies /J SH-Al 

•Liang 

75008 Paris • France 
www^shaliang.com 



Paris, le 18 Octobre 2006 



Monsieur Jean Luc D AUVOIS 

80 rue Victimes du Nazisme 
72000 Le Mans 

Par courrie r rprnmnmndi 

xtt^' Documents de cession et pouvoir . ^ • «u 

Sons « Pay television, method for revoking nghts in such 

a system, associated decoder and smart card, and message 

trSsmitted to such a decoder », « Unique key co^^P^^^^^ 
encipher the data memories» et « Method for access control m 

digital pay television » ^, , ^ , ,/vc»it to i 

Nbsrefc 21345/089US1.21345/091US1 et21345/084USl 

Cher Monsieur Dauvois, 

Notre soci6t6 nomm^e Osha Liang est ^^^^^.^J^^'f^^^^Z 

inventions ci-dessus r6f&enc&s pour Canal+ Technologies. 

Pour completer chaquc demande de brevets aux ^tf 'Unis, nous avons^^^ 
de d^ser une cession I un pouvoir. Vous t^ouverez d.joint^s 
diiment sign& pour chaque invention dans les meiUeurs d^lais, si possible avant 
novembre 2006. 

Je vous remercie par avance pour votre cooperation et je reste k votre 
disposition si vous avez la moindre question. 

VeuiUez agrfcr. Monsieur, I'expression de mes salutations distingufes. 

Alexandra Dorotte 



P.J. : Trois documents de cession 
Trois ddclarations 

Trois demandes de brevet telles que ddposees aux Etats-Ums 



BKW/BKW/AD MlB 

Houston - Silicon VaUey - Paris 

Osha Uang- European Patent Attorneys 
S A R U mi capital dc 15000 euros - RCS Paris B 438260853 — TVA K» FR 48 438260853 

Bank: SocWt^Otodrale. Paris Champs Elysics. FRANCE 
Account Nr 20629571 - BAN FR76 30003 03330 00020629571 54 - SWIFT SOGEFRPP 



TRANSLATION 



121, Avenue Des Champs Elysies 
75008 Paris • France 
www.oshaliang.com 



OsHA* Liang 



Telephone: +33 1 5357 2949 
Facsimile: +33 1 5357 2948 
paris@oshaIiang.com 



Paris, October 18, 2006 



Monsieur Jean Luc DAUVOIS 

80 rue Victimes du Nazisme 
72000 Le Mans 



By registered letter 

Re: Assignment and declaration documents 

Inventions « Pay television, method for revoking rights in such 
a system, associated decoder and smart card, and message 
transmitted to such a decoder », « Unique key computation to 
encipher the data memories)) et « Method for access control in 
digital pay television » 

Our ref: 21345/089US1, 21345/091US1 and 21345/084US1 

Dear Mr. Dauvois, 



Our company is responsible for the handling of some patent applications in the 
USA, Europe and some other countries for our client Thomson, formerly Canal+ 
Technologies. You worked as inventor for Canal+ Technologies in the above-mentioned 
inventions. 

In order to complete each patent application in the USA, we need to file an 
assignment and a declaration form. Please find enclosed these documents to be signed and 
retumed to us as soon as possible, preferably before November 10, 2006 

Thank you in advance for your cooperation on this matter. I remain at your 
disposal if you have any questions. 



Yours sincerely 



Alexandra Dorotte 



End.: Three assignment documents 
Three declaration documents 
Three patent application as filed in U.S.A 



BKW/BKW/AD 



OL 



Houston - Silicon Valley - Paris 

Osha Liang - European Patent Attorneys 
S,A.R.L. au capital de 15000 euros — RCS Paris B 438260853 — TVA N*' FR 48 438260853 

Bank: Soci6t6 G6n6rale, Paris Champs Elys^es, FRANCE 
Account Nr 20629571 — IBAN FR76 30003 03330 00020629571 54 — SWIFT SOGEFRPP 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 



In re Patent Application of: 
Jean-Luc Dauvois 



Application No.: 10/538,725 



ConfinnationNo.: 6778 



Filed: June 13, 200S 



Art Unit: N/A 



For: METHOD FOR ACCESS CONTROL IN 



Examiner: Not Yet Assigned 



DIGITAL PAY TELEVISION 

DECLARATION BY FREDMiRIOUE DERSOIR 

1. I, Frederique Dersoir, am an employee of THOMSON, and hold the position of Patent 
Administration Manager. 

2. I am responsible for providing our patent counsel in foreign countries with the necessary 
paperwork to file patent applications on behalf of THOMSON in their respective 



3. I am at least 21 years of age, I have firsthand knowledge of the facts set forth herein, and 
I am of sound mind and competent to make this declaration. 

4. I am fluent in both French and English. 

5. In the course of my duties, I worked with Isabelle Catinat-Thibaudeau in attempting to 
obtain a signed Declaration from inventor Jean-Luc Dauvois for U.S. Application Serial 
Nos. 10/538,725, 10/510,533, and 10/544,009. 

6. I sent a letter to Jean-Luc Dauvois, at his last known address on February 6, 2007. The 
letter included, as attachments, the original applications as filed with the USPTO, as well 
as the corresponding Assignment and Declaration documents for Application Serial Nos. 
10/538,725, 10/510,533, 10/544,009. See Tab 1 for a copy of the original French letter 



coimtries. 
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and a corresponding English translation, as well as a true copy of the registered mail 
receipt. 

7. In the letter, I confirmed that Jean-Luc Dauvois was unwilling to sign the Declarations 
for U.S. AppUcation Serial Nos. 10/538,725, 10/510,533, 10/544,009, and stated that if 
we did not hear from Jean-Luc Dauvois within 7 business days, we would take this as 
evidence that he is uncooperative in this matter. 

8. I have not heard from Jean-Luc Dauvois since sending the above letter, and 7 business 
days have passed. 

I, Frdd^rique Dersoir, hereby declare that all statements made herein of my own 
knowledge are true; and further that these statements were made with the knowledge that willful 
false statements and the like so made are punishable by fine or imprisonment, or both, under 
Section 1001 of Title 18 of the United States Code, and that such willful false statements may 
jeopardize the validity of the application or any patent issued thereon. yf 



0 

Signed this day of February 2007. 
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THOMSON 

images & beyond -.^ 



Fr6d6rique Dersoir 

Foreign Filing Manager .^Aiii/i^ie 

■ : 33 (0)1 41 86 52 70 M. JeOH-LUC DAUVOIS * 

^ : 33 (0)1 41 86 56 33 80 fue des VfctiiTies du Naztsme 

^ : frederique.dersoir@thomson.net 72000 Le ManS 



Boulogne, le 6 fSvrier 2007 

FD/07.023 



Lettre envoy6e via DHL + Lettre recommandee avec A/R 
N/Ref.: CPT02022/CPT02005/CPT03001 
Oblet :Demandes de brevet 

US N^'l 0/538,725 intitul§e <x Method for access control in digital pay television >^ 

US N^'IO/SIO^SSS intitul6e « (Method and device for protecting digital data stored in a 

memory » 

US 0/544,009 intitulee «Pay television, method for revoking rights In such a 
system, associated decoder and smart card, and message transmitted to such a 
decoder » 



Monsieur, 

Suite a nos coumels des 3 juillet, 17 mai et 5 mai 2006 relatifs aux demandes de brevet ci- 
dessus ref6rencees respectives pour lesquelles vous etes seul inventeur, nous 
comprenons que vous n'etes pas dispose a signer les documents de Cession et 
Declaration se r6f6rant S ces demandes. 

Sans manifestation contraire de votre part dans les 7 jours ouvrables, il deviendra aiors 
evident que vous n'etes pas dispos6 S signer les documents de cession et d6claration des 
demandes de brevet ci-dessus r6f6renc6e$. Nous vous adressons un exemplaire de la 
demande t^ que d6posee ainsi que les documents de cession et d6claration 
corresp^dan/s pour chacune des demandes. 




Frederidu^^ DERSOIR 

PJ. ; Document de cession et de d^ciaration * Demande US (CPT02022/CPT0200S/CPT03001) 



Thomson 

46, quai A. Le Galio - 92648 Boulogne Cedex - France 
t6l. 4- 33 1 41 86 50 (X) - fax : -c33 (0)1 41 86 58 59 
www.thomson.net 



S A au capiy de 1 024 905 1 20 euros 
si^e sodaf : 46. quai A. Le Gallo 
92100 Boulogne-Bitanoouft 
333 773174 R.C.S. Nantene 



TRANSLATION 



Mr. Jean-Luc Dauvois 

80 rae des Victimes du Nazisme 

72000 Le Mans 

FRANCE 

Boulogne, February 6, 2007 
FD/07.023 



Via DHL and Registered Mail 

N/Ref: CPT02005-CPT020022-CPT03001 - Jean Luc Dauvois 
Subject: Patent Applications 

US N°10/538,725 entitled " Method for access control in digital pay television" 

US 10/510,533 entitled "Method and device for protecting digital data stored in a 
memory" 

US N"* 10/544,009 entitled "Pay television, method for revoking rights in such a system, 
associated decoder and smart card, and message transmitted to such a decoder" 



Sir, 

Further to oiu* e-mails dated July 3, May 17 and May 5, 2006, with respect to the above 
referenced patent applications for which you are the sole inventor, we understand that 
you are unwilling to sign the Declaration and Assignment documents referring 
to these applications. 

Unless we hear from you to the contrary within 7 business days, we will take this as 
evidence that you are unwilling to execute the Declaration and Assignment documents 
for these above referenced patent applications. We enclose a copy of the application as 
filed along with the corresponding declaration and assignment for each application ." 

Frederique DERSOIR 

Attachments : US Applications and Declarations for references 
(CPT02022/CPT02005/CPT03001) 
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UNITED STATES PATENT 
AND TRADEMARK OFFICE 

IN THE MATTER OF U.S PATENT 
APPLICATIONS 

- SeriaJ N* 10/538,725, filed on 06/13/2005 
FIRST NAMED APPLICANT : Jean-Luc Dauvois 
INTERNATIONAL APPLICATION N" 
PCT/FR2003/04518I 
Filing date : 12/16/2003 
Priority date 12/17/2002 

- Serial N«> 10/510,533, file on 10/07/2004 

FIRST NAMED APPLICANT : Jean-Luc Dauvois 
INTERNATIONAL APPLICATION N° 
PCT/FR2003/01024 
Filing date : 04/02/2003 
Priority date 04/08/2002 

- Serial N° 10/544,009, filed on 08/01.2005 

FIRST NAMED APPLICANT : Jean-Luc Dauvois 
INTERNATIONAL APPLICATION N° 
PCT/EP2004/050060 
Filing date: 01/30/2004 
Priority date 02/04/2003 



GERARD DELILE, declares pursuant to 28 U.S.C. § 1746, as follows: 



1. I am an attorney in good standing practicing in France at the law firm of 
SCP SALANS & ASSOCIES of which I am a partner. I was admitted in the Paris bar in 
1978, after having practiced as a "Conseil juridique" from 1966 until 1978. I am registered 
as a Foreign Lawyer with the Law Society of England and Wales (1999). 

2. I have obtained a Maitrise en Droit Priv6 (1966) and a Diplome d'Etudes 
Superieures de Droit Prive (1968) from the Law School of the University of Paris. I am 
certified as a Specialist in Intellectual Property Uw (1994) and in the Law of International 
Relations (1994). 



./. 
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3. I am listed as Expert in Industrial Property at the French Patent and 
Trademark Office ("PTO") under the headings "Lawyer" and "Trademarks and Designs" 
(1993). I am a member of the panel of examiners for the final professional examination to 
qualify as "Conseil en Propriete Industrielle" (Patent and Trademark Attorney) organized by 
the French PTO (2000 to date). 

4. Member: National Council of the Bars (1 992-1 996); Association Fran9aise 
des Praticiens du Droit des Marques et des Modules (APRAM, member of the Board); 
International Trademark Association (INTA, member of the Amicus Curiae Committee 2003 to 

date); Association des Avocats de Propriete Industrielle (AAPI, President 2007 to ); 

National Anti-Counterfeiting Committee ("Comite National Anti.Contrefa9on", 2003 to date). 

5. I have been practicing Intellectual Property Law, and in particular patent 
law, since 1966 both as a counselor and as a litigator. 

6. It is my understanding that this Memorandum may be submitted in the 
matter of the below U.S patent Applications: 

Serial N° 10/538,725 (hereafter ^JS Application N° 1 ") filed on June 13, 2005 
under the title "Method For Access Control In Digital Pay Television" with Jean-Luc 
Dauvois being named as first Applicant, following International Application N° 
PCT/FR2003/045181 filed on December 16. 2003 in the name of CANAL + 
TECHNOLOGIES, 34 Place Raoul Dautry, F - 75015 Paris, France, under the title 
"Method For Access Control in Digital Pay Television" naming Mr. Jean-Luc Dauvois, 

.A 
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19 rue Eugene Manuel, F-75116 Paris, France as Inventor and, for the United States 
only as Inventor / Applicant, 



Serial 10/510,533 (hereafter " US Application N° 2 ") filed on October 7, 2004 
under the title "Unique Key Computation To Encipher The Data Memories" with Jean- 
Luc Dauvois being named as first Applicant, following International Application N"* 
PCT/FR03/01024 filed on April 8, 2002 in the name of CANAL + TECHNOLOGIES, 
34 Place Raoul Dautry, F - 75015 Paris, France, under the title "Method And Device 
For Protecting Digital Data Stored In A Memory" naming Mr. Jean-Luc Dauvois, 19 
rue Eugene Manuel, F-75116 Paris, France as Inventor and, for the United States only 
as Inventor / Applicant, 

- Serial N° 10/544,009 (hereafter " US Application N° 3 "^ filed on August 1, 2005 
under the title "Pay Television System, Method For Revoking Rights In Such A 
System, Associated Decoder and Smart Card, And Message Transmitted To Such A 
Decoder" with Jean-Luc Dauvois being named as first Applicant, following 
International Application N° PCT/EP2004/050060 filed on January 30, 2004 in the 
name of CANAL + TECHNOLOGIES, 34 Place Raoul Dautry, F - 75015 Paris, 
France, under the title "Pay Television, Method For Revoking Rights In Such A 
System, Associated Decoder and Smart Card, And Message Transmitted To Such A 
Decoder" naming Mr. Jean-Luc Dauvois, 19 rue Eugene Manuel, F-75116 Paris, 
France as Inventor and, for the United States only as Inventor / Applicant, 



(hereafter collectively *the US Applications"). 
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This Memorandum sets forth my opinion under French law as to the ownership of the inventions 
which are the subject matter of the US Applications (hereafter "the Inventions"). 

I have been specifically asked to give a legal opinion as to (i) who of the employer or the 
employee is the owner of the unpatented inventions made in the course of his work by a salaried 
person hired especially to carry out technical researches, and (ii) whether such ownership is 
restricted to the territory of the French Republic or extends worldwide. It is my opinion, in light 
of the facts and generally accepted principles of the French patent law, that (i) the inventions 
belong to the employer, and (ii) that the employer's ownership is not limited to the French 
territory but it extends to ail the countries throughout the world. In support of this opinion, I set 
forth, first the facts as they appear in the relevant documents which have been furnished to me, 
second, the applicable principles of the French patent law, and third, an analysis of the facts and 
of the law. 

7. I have examined certain documents, including : 

(1) document in French entitled "Certificat De Travail" on Canal + Technologies stationery, 
dated « 06 septembre 2002» (i.e. September 6, 2002) and signed by Sebastien Montet 
"Responsable Ressources Humaines" (i.e. Human Resource Manager), a copy of which is 
attached hereto with an English translation as Exhibit 1. 

(2) document in French entitled "Protocole Transactionnel" (i.e. Settlement Agreement) 
between Canal + Technologies and Mr. Jean-Luc Dauvois dated "13 juin 2002" (i.e. June 
13, 2002) executed by Mr. Luc Germain on behalf of Canal + Technologies and by Mr. 
Jean-Luc Dauvois, a copy of which is attached hereto with an English translation as 
Exhibit!. 

./. 
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(3) document entitled « Declaration dMnvention» on Canal + Technologies « Direction 
Juridique et Proprifte Intellectuelle » stationery, hand dated « 9.5.01 » (i.e. May 9, 2001) 
and signed, a copy of which is attached hereto as Exhibit 3. 

(4) letter on Canal + Technologies stationery dated « 26 juin 2001 » (i.e. June 26, 2001) from 
Bruno Weihs to BREVALEX, a copy of which is attached hereto as Exhibit 4. 

(5) memorandum on Canal + Technologies stationery dated « 5 novembre 2001 » (i.e. 
November 5, 2001) from Bertrand Allain to Jean-Luc Dauvois, a copy of which is 
attached hereto as Exhibit 5. 

(6) letter on Canal + Technologies stationery dated « 12 novembre 2001 » (i.e. November 12, 
2001) from Bertrand Allain to BREVALEX, a copy of which is attached hereto as 
Exhibit 6. 

(7) draft hand-annotated application for a French patent entitled "PROCEDE ET 
DISPOSITIF DE PROTECTION DE DONNEES NUMERIQUES STOCKEES DANS 
UNE MEMOIRE" hand dated "11.11.01" (i.e. November 11, 2001) signed and initialed 
"JLD", a copy of which is attached hereto as Exhibit 7. 

(8) memorandum on Canal + Technologies stationery dated « 16 avril 2002 » (i.e. April 16, 
2002) from Philippe Cassagne to S^bastien Montet, a copy of which is attached hereto 
as Exhibit 8. 

(9) letter on Canal + Technologies stationery dated « 23 avril 2002 » (i.e. April 23, 2002) 
from Philippe Duranton to Jean-Luc Dauvois, a copy of which is attached hereto as 
Exhibit 9. 

y. 
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( 1 0) the first page of French patent application W 02/1 5978 of December 1 7, 2002 a copy of 
which is attached hereto as Exhibit 10. 

(1 1) the first page of international patent application N*' PCT/FR2003/045I81 a copy of which 
is attached hereto as Exiiibit 11. 

(12) the first page of French patent application N° 02/04321 of April 8, 2002 a copy of which 
is attached hereto as Exhibit 12. 

(13) the first page of international patent application N° PCT/FR03/01024 a copy of which is 
attached hereto as Exhibit 13. 

(14) the first page of French patent application N° 03/01243 of February 4, 2003 a copy of 
which is attached hereto as Exhibit 14. 

(15) the first page of international patent application N° PCT/EP2004/050060 a copy of which 
is attached hereto as Exhibit 15. 

(16) a series of fifteen international PCX (12) and US (3) patent applications and patents filed 
between 1997 and 2004 in the name of Canal + or Canal + Technologies with Jean-Luc 
Dauvois being named as inventor, alone or jointly with other(s), a copy of which is 
attached hereto as Exhibit 16. 

I - FACTS 

9. From July 17, 1995 up until September 6, 2002, Mr. Jean-Luc Dauvois 
(hereafter **Dauvois") was employed first by Canal + and subsequently by Canal + Technologies, 
as a research engineer in electronics, information technologies and telecommunications, 
specializing in television related technologies, and notably in pay television, access control, 

./. 
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secure transmission of data and information, data encryption, and information storage. He was 
the Head of the Encryption Department at Canal + Technologies. His duty was to carry out 
researches with a view to making inventions in these and in related or ancillary technological 
fields, Exhibits 1 and 9 hereto. 

10. On June 13, 2002, in anticipation of Dauvois' leaving Canal + 
Technologies C*the Company") on September 7, 2002, the two parties entered into a settlement 
agreement whereby, in consideration for concessions made to him by the Company, Dauvois 
acknowledged notably, that : 

"... in application of the article L 611-7 r) of the CPl\ [that] all the 
intellectual property rights to the inventions, in which Mr. Dauvois participated within 
the framework of the inventive missions that were entrusted to him during the years of 
his collaboration with the companies SECA and Canal + Technologies and particularly 
those that were filed and classified as an inventive mission, are the full and entire 
property of the Company and the remuneration stipulated in article 2,1 covers the 
remuneration stipulated in the said article. 

Moreover, Mr, Dauvois also recognizes that in accordance with article 
LI 13-9 of the CPl all the economic rights relating to all or part of the software 
applications (including their documentation), the production of which he participated 
in, are the exclusive property of the Company. 

Mr. Dauvois agrees to perform at the earliest possible moment or to 
abstain from performing all that the Company could, if necessary, ask him to perform or 
to abstain from performing so as to enable the Company to be able to exercise the rights 
or to avail themselves, irrespective of the form, of the rights that Mr, Dauvois 
recognises above to be the property of the Company. " 



See Exhibit 2. 



CPI » = « Code de !a Propri6t6 Intcllectuelle », i.e. Code of Intellectual Property 



./. 
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11. The invention which is the subject matter of US Application 1 : 

On December 1 7, 2002 an application for a French patent was filed in the name of 
Canal + Technologies under number FR02/15978, with Dauvois being named as inventor, see 
Exhibit 10 . 

On December 16, 2003 an international patent application was filed in the name 
of Canal + Technologies under number PCT/FR2003/050181 claiming priority of FR02/15978, 
naming Dauvois as Inventor and, for the United States only as Inventor / Applicant, see Exhibit 

11, paragraphs (30), (71), (72), (75). 

12. The invention which is the snbiect matter of US Application n° 2 : 

12.1 On or before May 9, 2001 Dauvois completed, signed and handed over to 
Bruno Weihs, a patent engineer at the Legal and Intellectual Property Department of Canal + 
Technologies, in charge of filing and prosecuting with the assistance of Brevalex, a firm of 
patent attorneys, the patent applications in the name of Canal + Technologies, a five page form 
of "Declaration d'invention" (i.e a declaration of invention), Exhibit 3 hereto. 

In the caption at the top right side one can read a date "9.5.01" and the internal 

reference of the file "12001.016". 

In said declaration of invention Dauvois is named as an "employee" and "first 
inventor" of an invention called "Unique Key Computation To Encipher(ed) The Data 
Memories" (see Exhibit 3, p. 1, paragraph 1). 



716595.1 
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The invention involved is described as "De mission" (see Exhibit 3, p. 1, 

paragraph 4). 

12.2 On June 26, 2001 Mr Bruno Weihs sent the "Declaration d'invention" to 
Brevalex and asked that a draft patent application be prepared with the assistance of Brevalex, 
Exhibit 4 hereto. 

12.3 On November 5, 2001 Mr Bertrand Allain, General Counsel of Canal + 
Technologies, sent to Dauvois for his review and comments a draft French patent application 
prepared by Brevalex, The invention is entitled "Proc6d6 et dispositlf de protection de donnees 
num^riques stockees dans une memoire"(i.e. "Method And Device For Protecting Digital Data 
Stored In A Memory") and the letter bears the same reference as in the "Declaration 
d'invention", i.e "I 2001.016", Exhibit 5 hereto. 

12.4 On November 12, 2001 Mr Bertrand Allain returned the draft patent 
application to Brevalex bearing hand-annotations by Dauvois, signed, initialed "JLD" and dated 
"1 1 .1 1 .0 1 " by the latter, Exhibits 6 and 7 . 

12.5 On April 8, 2002 an application for a French patent was filed in the name 
of Canal + Technologies under number FR02/04321, with Dauvois being named as inventor, see 
Exhibit 12 . 

12.6 A few days after the filing of the application, Mr Philippe Cassagne (Head 
of Patents at Canal + Technologies), wrote on April 16, 2001 an internal memorandum to Mr 
Sebastien Montet (Head of Human Ressource at Canal + Technologies) advising him that 
Dauvois as inventor was entitled to an invention bonus of 5,000.00 French Francs (i.e. 

./. 
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approximately 900.00 US dollars). Montet countersigned the memorandum on April 22, 2001 
thus confirming his agreement to the payment of the 5,000.00 Francs bonus, Exhibit 8 hereto. 

12.7 Shortly thereafter, on April 23, 2001, Mr Philippe Duranton (Deputy 
General Manager of Canal + Technologies + Technologies) wrote to Dauvois to advise him that 
in view of his part as inventor in the French patent application n** 02/04321 filed on April 8, 
2001, he had been granted a bonus to the amount of 762.25 Euros (i.e. exactly 5,000.03 Francs), 
Exhibit 9 hereto. 

12.8 On April 2, 2003 an international patent application was filed in the name 
of Canal + Technologies under number PCT/FR03/01024 claiming priority of FR02/04321, 
naming Dauvois as Inventor and, for the United States only as Inventor / Applicant, see Exhibit 
13, paragraphs (30), (71), (72), (75). 

13. The invention which is the subject matter of U S ApDlication n^ 3: 

On February 4, 2003 an application for a French patent was filed in the name of 
Canal + Technologies under number FR03/01243, with Dauvois being named as inventor, see 
Exhibit 14 . 

On January 30, 2004 an international patent application was filed in the name of 
Canal + Technologies under number PCT/EP2004/050060 claiming priority of FR0301243, 
naming Dauvois as Inventor and, for the United States only as Inventor / Applicant, see Exhibit 
15, paragraphs (30), (71), (72), (75). 
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14 As stated at the outset, the twofold question is (i) who of the employer or 
the employee is the owner of the unpatented inventions made in the course of his work by a 
salaried person hired especially to carry out technical researches, and (ii) whether such 
ownership is restricted to the territory of the French Republic or extends worldwide. The facts 
having been stated, I turn now to a consideration of the relevant principles of the French law of 
patents. 

II - THE LAW 

14. Under French patent law, in circumstances where an invention falls within 
the area of activity of an employee and the invention was made whilst the employee was working 
for the employer, the employee has no right in the invention, except that of being named as 
inventor. The invention belongs to the employer as of law. 



Article L.61 1-7 of the French Code of Intellectual Property (« CIP »), reads as follows: 
Article L.611-7: 

« Where the inventor is a salaried person, the right to the industrial property title, failing 
any contractual clause more favorable to the salaried person, shall be defined in 
accordance with the following provisions: 

r. Inventions made by a salaried person in the execution of a work contract 
comprising an inventive mission corresponding to his effective functions or of 
studies and research which have been explicitly entrusted to him, shall belong to 
the employer. The conditions under which the salaried person who is the author of 
such an invention shall enjoy additional remuneration shall be determined by the 
collective agreements, company agreements and individual employment contracts. 

Where the employer is not subject to a sectorial collective agreement, any dispute 
relating to the additional remuneration shall be submitted to the joint conciliation board 
set up by Article L.61 5-21 or by the First Instance Court. 

2°. All other inventions shall belong to the salaried person. However, where an 
invention made by a salaried person during the execution of his functions or in the field 
of activity of the company or by reason of knowledge or use of technologies or specific 
means of the company or of data acquired by the company, the employer shall be 
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entitled, subject to the conditions and the time limits laid down by decree in Conseil 
d'Etat, to have assigned to him the ownership or enjoyment of all or some of the rights 
in the patent protecting his employee's invention. 

The salaried person shall be entitled to obtain a fair price which, failing agreement 
between the parties, shall be stipulated by the joint conciliation board set up by Article 
L.615-21 or by the First Instance Court; these shall take into consideration all elements 
which may be supplied, in particular by the employer and by the employee, to compute 
the fair price as a function of both the initial contributions of either of them and the 
industrial and commercial utility of the invention. 

3°. The salaried author of an invention shall inform his employer thereof and the 
latter shall confirm receipt in accordance with the terms and time limits laid down by 
regulation. 

The salaried person and the employer shall communicate to each other all relevant 
information concerning the mvention. They shall refrain from making any disclosure 
which would compromise, in whole or in part, the exercise of the rights afforded under 
this Book. 

Any agreement between the salaried person and his employer concerning an invention 
made by the salaried person shall be recorded in writing, on pain of nullity. 

4''. The implementing rules for this Article shall be laid down by decree in Conseil 
d'Etat 

5°, This Article shall also apply to the servants of the State, of local authorities and of 
any other public legal person under the terms to be laid down by decree in Conseil 
d'EtaU » 



15. With the only exception of one decision rendered in 1986 by a lower 
court^, both the Commission Nationale des Inventions de Salaries CNIS ^ and the Courts of 



^ District Court ("Tribunal de Grande Instance") of Toulouse, 04.14.1986: PIBD 1986-III-290, St6 Formica v. 
Vidaillan. Commentators have strongly criticized this judgment, see: Dossier Brevets, 1986, VI, n° 2, p. 5, directed 
by Professor Jean-Marc Mousseron : "Consequently, the solution given by the Court of Toulouse is regrettable all 
the more so since it was poindess in the context. As a matter of fact, it would seem from certain expressions used by 
the Court that the latter did not fully master patent law". 

' Article L. 615-21 CIP introduced a procedural option, which allows an employer and an employee in dispute over 
an invention made by a salaried person, to decide to go through a preliminary conciliation step before the 
"Commission Nationale des Inventions de Salaries, CNIS" (i.e. the National Board for Inventions made by a 
Salaried Person), which has been created within the "Institut National de la Propri6t6 Industrielle, INPI", the 
French Patent and Trademark Office. The CNIS has jurisdiction, inter alia to decide issues regarding the 
classification of inventions made by salaried persons, their definition, and regarding the prerogatives granted by law 

{continued on next page) 

J. 
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law have interpreted the provisions of Article L,61 1-7 CIP as meaning that same apply not 
only to the French patent first filed to protect an invention made by a salaried person in the 
execution of a work contract governed by French law comprising an inventive mission 
corresponding to his effective functions, but also to all foreign extensions thereof, i.e. to all 
corresponding patent applications and/or patents filed and/or granted worldwide in order to 
protect said invention. 
See: 

- CNIS, 04.03.1981: Dossiers Brevets 1981, III, n° 5, M.P. v. Soc, S 

- CNIS, 04.28.1981: Dossiers Brevets 1981, II, n° 4, M.T. v. Soc. C 

- CNIS, 04.28.1981: Dossiers Brevets 1981, II, n° 3, M.J. v. Soc. P 

- Court of Appeal of Paris, 4* Section, 05.10.1971: JCP ed. CI, 1972, II, 10818, 
Norten and Nelton v. Hureau and Generale Alimentaire ; Annales de la propri6t6 
industrielle 1973, P. 245 ; PIBD 1971, III-278 and PIBD 1972, 111-42 

- Court of Appeal of Paris, 4* Section, 01.22.1974: unreported, but quoted in Juris- 
Classeur Brevets, Fasc. 4900, n° 36 

. Court of Appeal of Paris, 4^ Section, 03,11.1980: PIBD 1980, III-151, Entat v. Soc. 
Procedes SEM and PIBD 1972, III-42, affirming District Court ("Tribunal de 
Grande Instance") of Paris 01.13.1978 : PIBD 1978, III-347. 



Ill - ANALYSIS 

16. As the facts disclose, Dauvois was an employee of Canal + Technologies 
working on information related technologies. His duty was to invent, and he did invent in 



(continued from previous page) 

to the employer or salaried person, in particular for disputes relating to the determination of an "additional 
remuneration'* or a "fair price" for inventions. 
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this technical field, all the patent applications being filed in the name of his employer, i.e. 
Canal + or Canal + Technologies (see Exhibit 16) . 



17. In the settlement agreement executed on June 13, 2002 between Canal + 
Technologies and Dauvois, the latter has acknowledged expressly that : 

"... in application of the article L 611-7 P) of the CPl. [that] all the 
intellectual property rights to the inventions, in which Mr. Dauvois participated within 
the framework of the inventive missions that were entrusted to him during the years of 
his collaboration with the companies SECA and Canal + Technologies and particularly 
those that were filed and classified as an inventive mission, are the full and entire 
property of the Company and the remuneration stipulated in article 2,1 covers the 
remuneration stipulated in the said article. 

Moreover, Mr, Dauvois also recognizes that in accordance with article 
LI 13-9 of the CPl all the economic rights relating to all or part of the software 
applications (including their documentation), the production of which he participated 
in, are the exclusive property of the Company, " 



In addition, under the same agreement Dauvois has undertaken, 

" ... to perform at the earliest possible moment or to abstain from 
performing all that the Company could, if necessary, ask him to perform or to 
abstain from performing so as to enable the Company to be able to exercise the 
rights or to avail themselves, irrespective of the form, of the rights that Mr, 
Dauvois recognises above to be the property of the Company, " 

See Exhibit 1 hereto. 



18 In order to protect each of the Inventions Canal + Technologies filed one 
French and one corresponding international patent application, i.e. : 



French Application N** FR02/15978 of December 17, 2002 with the 
corresponding international Application PCT/FR2003/050181 of December 16, 2003 
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claiming priority of FR02/15978 have been followed by US Application N"^ I covering 
the same invention, see Exhibits 10 and 11 paragraphs (30), (71), (72), (75); 

French Application N° FR02/04321 of April 8, 2002 with the 
corresponding international Application PCT/FR03/01024 of April 2, 2003 claiming 
priority of FR02/04321 have been followed by US Application N° 2 covering the same 
invention, see Exhibits 12 and 13 paragraphs (30), (71), (72), (75); 

French Application N° FR03/0I243 of February 4, 2003 with the 
corresponding international Application N"* PCT/EP2004/050060 of January 30, 2004 
claiming priority of FR03/01343 have been followed by US Application N° 3 covering 
the same invention, see Exhibits 14 and 15 paragraphs (30), (71), (72), (75). 

19. US patent Applications N° 1, N*" 2 and N° 3 are currently standing in the 
name of Dauvois as Inventor / Applicant, protect the same inventions respectively as the 
French and corresponding international Applications identified under paragraph 18 above, 
and they derive therefrom. 

20. Under French law which governs the employment contract between Canal 
+ Technologies and Dauvois, all the rights on the Inventions involved are vested in Dauvois' 
employer, i.e. Canal + Technologies pursuant to Article L.611-7 CIP, and since with respect to 
each of the Inventions there is but one single invention, though protected internationally through 
a set of different domestic patents, according to case law the ownership rights of Canal + 
Technologies exist not only in France but they also extend to any and all foreign applications 
and/or patents covering the same invention in any country of the worid. 

./. 
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21 . In view of the foregoing, it is my considered opinion that in the light of the 
facts and the law the Inventions as well all the patent applications and/or patents protecting 
same worldwide belong to Canal + Technologies, including US Applications N° 1, N° 2 and N° 
3, i.e.: 

Serial 10/538,725 filed on June 13, 2005 under the title "Method For Access 
Control In Digital Pay Television", 

Serial N*^ 10/510,533 filed on October 7, 2004 under the title "Unique Key 
Computation To Encipher The Data Memories", 

- Serial N° 10/544,009 filed on August 1, 2005 under the title "Pay Television 
System, Method For Revoking Rights In Such A System, Associated Decoder and 
Smart Card, And Message Transmitted To Such A Decoder". 

I declare under penalty of perjury under the laws of the United States of America that the 
foregoing is true and correct I 

Executed on: February 23, 2007 / / 



Gerard Defile 



GDfgi 
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ANNEXE N'' 



34 PiACf RAOUl OAUTRY 75906 PAR/5 CfDEX 15 fRANCe 

TEL 33 1 71 71 57 15 




SrWMSS^p^^^^ '^^^^ Responsable RLources Humaines de la Sodefe CAHNl+\ 

Iti^nNULOGitSi cerhfio que : 

Monsieur Jean-Luc DAUVOIS 
1 9 rue Eug&ne Manuel 
75016 PARIS 

q efe employe dans notre Sociefe en qualife de : 

- Chef d u Deparfemenf Cryptologie. au sfatuf Cadre, 
du 1 7 {uillet 1 995 au 06 sepfembre 2002 

Monsieur Jean-Luc DAUVOIS nous quftte ce jour, libra de tout engagement. 



Fait a Paris, le 06 septembre 2002 




Sebasften MONTE 

Responsable Ressources Humaines 



CANAL-i- TBCHNOlOGiBS S.A AU CAPITAL DE 23 984 456fi0 € RCS FARIS B :i99 323 567 



ANNEXE N"* 



Salans 

Employment certificate (translation) 
February 26, 2007 
Page 1 sur I 



[CANALS TECHNOLOGIES letterhead] 




I, the undersigned, S6bastien Montet, Human Resource Manager with the company CANAL 
+ TECHNOLOGIES, certifies that: 

Mr Jean-Luc DAUVOIS 
19 rue Eugene Manuel 
75016 PARIS 

has been employed in our Company as: 

- Chief of the Encryption department, executive status, 
from July 17, 1995 to September 6, 2002 

Mr Jean-Luc DAUVOIS leaves the Company as of today and is not bound by any obligation 
towards the Company. 



Paris, September 6, 2002 



S^bastien MONTET 
Human Resource Manager 



26/02/2007 11:07:00 



ANNEXE N«»2i-<t 



PROTOCOLE TRANSACTIONNEL 



ENTRE: 



La SociSte Canal+ Technologies. socl§t6 anonyme au capital de 228.899.957 fiancs, dont le si6ge 
social est situ§ 34, Place Raoul Daulry. 75516 Paris cedex 15, repr§sent6e par Monsieur Luc 
GERMAIN, en qualltS de Directeurdes Ressources Humaines France, 

Ci-apr6$ d§sign^e « la Sod6t6 » 



D'une part, 



ET: 

Monsieur Jean-Luc DAUVOIS, demeurant 19, aie Eugene Manuel 75016 Paris. 

Ci-apr§s d§sign6 « M.Dauvois» 

Efautre part, 



I 



1 



ArflcleS Concessions deM.Dauvois 

3.1 M. Dauvds tt)nvient que son contrat de travail piendra fin d la date du 6 septembre 2002, date 
d'expiratlondesonprdavis. 

Au regard des concessions effectu6es par la,Soci6t6. M. Dauvois accepte de ne pas donner suite d ses 
contestations, tant sur le fond que sur la prDC6durB ayant conduit ^ son licendement. 

M Dauvois reconnait que les concessions failes par rempioyeur sont r6alis6es a litre transacjonnel. 
forfaitaire et d§finilif, confonn^ment aux dispositions des articles 2044 et suivants du Code Civil, et en 
oarticuiier de I'article 2052 dudit Code, cecl afin de le remplir de tous ses droits et pour metfte fin a tout 
differend n6 ou k nattre des rapports de droit ou de fait ayant pu exister entre la Soa6t6 et les Soci6tgs 
du Groupe CanaH- d'une part et M. Dauvois d'autre part 

32 M Dauvois reconnatt. en tant que de besoin, qu'en application de I'article L 611-7 1') du CPI, 
Pint6qralit§' des droits de propri6t6 intellectuelle sur les inventions auxqueiles M, Dauvois a partiape 
dans le cadre des missions inventives qui iul ont §t§ confines pendant les anntes de ^ ajlaboratio" 
avec les socl6t§s SECA et Canal+ Technologies et notamment celles qui ont fart lobjet dun dSpat 
valant classement en invention de mission, sont la propri6t§ pleine et entire de la Soci6t6 et que la 
I remuneration stiputee d Tarticle 2.1 couvre ia ri§mun6ration pr§vue audit article. 
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M. Dauvois reconnatt. en outre, que conformSment k rarticle L 113-9 du CPI fensemble droits 
patrimonlaux relatifs a tout ou parte des logiciels (en ce compris leur documentation) i I Elaboration 
desquels il a 6t6 amend d participer sont la propri§t6 exckisive de la Soci6t6. 

M Dauvofe 8'engage ^ faire dans les mellleurs d6lais ou k s'abstenir de faire tout ce que la Sod6t6 
pourrait, le cas 6ch6ant. lui demander de faire ou de s'abstenir de faire afin de permettre k la Society de 
pouvoir exercer les droits ou de se pi^valoir, de quelque fagon que ce soit, des droits que M. Dauvois 
reconnatt cl-dessus 6tre la propridtd de la SociStd. 

Enfin M. Dauvois s'engage ^ foumirtous les 6l6ments n^cessaires au d6p6tde8 brevets sulvants : 

12000- 022 

12001- 015 

12001- 022 

12002- 01 1 (Ficlie d'invention « notoirement » incomptete) 
12002-01 2 (Fiche d'invention « notoirement » incomplete) 
12002-01 3 (Ficlie d'invention « notoirement » incompiSte) 

12002^14 (Rche d'invention « notoirement » incomplete) " 
12002-015 (Rche d'invention « notoirement » incomplete) 
12002-016 (Ficlie d'invention « notoirement » incomplete) 
12002-017 (Rche d'invention « notoirement » incomplete) 
12002-01 8 (Fiche d'invent'on « notoirement » incomplete) 

En outre il s'engage a signer les documents d'extension et reconnatt que ces brevets sont la propri6t6 
pleine et entiere de la Soctete et que la remuneration stlpulie h I'article 2.1 couvre la remuneration 
prevue audit article. 

I . ■ ■ ■ ■ ■■• 

I 

! 

i 



I 



10 



8. dSdarent que le present Accord aura, 6ntre les parties, le mfime effet juiidique quijne dSdslon 
judiciafre passte en force de chose jug6e. 



Fait en deux originaux d Paris, 



3 cr»~ 



i CO 



1 




Pour la Sod6t6 Canal+ Technologies 
Luc Germain 



Jean-Luc Dauvois 



(Faire prec6der la signature de la mention manuscrite : (Faire pr6ceder la signature de la mention manuscrite : 
<r Lii e/ appfouv§, Bon pour transaction Irrevocable et « Lu et approuv6. Bon pour transac^on Mvocable et 
d6si$tement da tous droits, Instances et aottons ») d6sistement de tous droits, instances et actons. Bon 

pour quittance des sommes vis6es dans le corps des 
pr6sentes, Bon pourrenonciation d toutrecours contra 
la Societ6 et toute autre sodite du Groupe Canah ») 



ANNEXE IT X 



COMPROMISE AGREEMENT 



BETWEEN: 



Canal-H Technologies, public limited company with a share capital of 228,899,957 Francs, 
whose registered office is located at 34, Place Raoul Dautry, 75516 Paris Cedex, 
represented by Mr. Luc Germain, acting as Director of Human Resources France, 



Hereafter called "the Company" 



On the one hand, 

AND: 

Mr. Jean-Luc Dauvois, residing at 19, rue Eugene Manuel 75016 Paris. 



Hereafter called "Mr. Dauvois"* 



On the other, 



Article 3 Concessions of Mr. Dauvois 



3.1 Mr, Dauvois agrees that his employment contract will terminate on the date of 6 
September 2002, date that his period of notice expires. 

VVith regard to the concessions made by the Company, Mr. Dauvois accepts not to pursue 
his differences concerning both the substance and procedure having lead to his dismissal. 



Mr. Dauvois recognises that the concessions made by the employer were performed as a 
fixed, definitive compromise in accordance with the provisions of articles 2044 and above of 
the French Civil Code, and in particular article 2052 of the said Code, in order to fulfil all his 
rights and to end any difference that has arisen or will arise from the legal or de facto 
relations that may have existed between the Company and the Companies of the Canal+ 
group on the one hand and Mr. Dauvois on the other. 

3.2 Mr. Dauvois recognises, where necessary, in application of the article L 611-7 T) of the 
CPI. that all the intellectual property rights to the inventions, in which Mr. Dauvois 
participated within the framework of the inventive missions that were entrusted to him during 
the years of his collaboration with the companies SECA and Canal+ technologies and 
particularly those that were filed and classified as an inventive mission, are the full and entire 
property of the Company and that the remuneration stipulated in article 2.1 covers the 
remuneration stipulated in the said article. 



Moreover Mr. Dauvois also recognises that in accordance with article L1 13-9 of the CPI, all 
the economic rights relating to all or part of the software applications (including their 
documentation), the production of which he participated in. are the exclusive property of the 
Company. 

Mr Dauvois agrees to perform at the earliest possible moment or to abstain from performing 
all that the Company could, if necessary, ask him to perform or to abstain from perfomiing so 
as to enable the Company to be able to exercise the rights or to avail themselves, 
irrespective of the form, of the rights that Mr. Dauvois recognises above to be the property of 
the Company. 

Finally, Mr. Dauvois agrees to supply all the elements necessary to file the following patents: 

12000- 022 

12001- 015 
12001-022 

12001-011 (invention sheet "notably" incomplete) 
12001-012 (invention sheet "notably" incomplete) 
12001-013 (invention sheet "notably" incomplete) 
1 2001 -01 4 (invention sheet "notably" incomplete) 
1 2001 -01 5 (invention sheet "notably" incomplete) 
12001-016 (invention sheet "notably" incomplete) 
1 2001 -017 (invention sheet "notably" incomplete) 
1 2001 -01 8 (invention sheet "notably" incomplete) 

Moreover, he undertakes to sign the extension documents and recognises that ^e^ patents 
are the full and entire property of the Company and that the remuneration stipulated in article 
2.1 covers the remuneration provided for in the said article. 



8. declare that the present agreement will have the same legal force between the parties as 
a judgment having force of res judicata. 

Signed in two original copies at Paris, on 13 June 2002 



Handwritten wording: 

Read and approved. Good for 

irrevocable transaction and 

withdrawal of all rights, suits and 

actions 

Handwritten signature 



Handwritten wording: 
Read and approved. Good for irrevocable 
transaction and withdrawal of all rights, suits 
and actions. Good for acknowledgement of 
receipt of the amounts specified in the body 
of this agreement. Good for renunciation of 
any recourse against the Company or any 
other company of the Canal+ group 
Handwritten signature 



For Canal+ Technologies 
Luc Germain 



Jean-Luc Dauvois 



(Precede the signature with the 
following handwritten wording: 
"Read and approved. Good for 
irrevocable transaction and withdrawal 
of all rights, suits and actions"} 



(Precede the signature with the 
following handwritten wording: 
"Read and approved. Good for 
irrevocable transaction and withdrawal 
of all rights, suits and actions. Good for 
acknowledgement of receipt of the 
amounts specified in the body of this 
agreement. Good for renunciation of 
any recourse against the Company or 
any other company of the Canal+ 
group") 



CANAL+ 
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ANNEXE N*" 3 

lis 

Direction Jurldique et Propri6t6 Intellectuelle 



Veuillez remplir et cocher les champs, imprimer puis signer et renvoyer k : Bruno Weihs. 
Renvoyez egalement le fichier Word. 



1. litre de I'lnventfon : Unique Key Computation To Enciphered The Data IWemories 
Inventeur 1 (r^dacteur de la declaration) : 

Norn : DAUVOIS Jean-Luc Employe Canal+ Technologies : El 

Prestataire : □ 



Inventeur 2 
Nom : 



Employs Cana!+ Technologies : □ 
Prestataire : □ 



Inventeur 3 
Nom : 

Autres inventeurs en annexe □ 



Employs Canak Technologies : O 
Prestataire : □ 



2. L'inventlon a d6l& 6t6 dlvulau6e ?non 

Si out, existait-il un accord de confidentialite ? 

Si non, quand est-il prSvu de dlvulguer I'lnvention ? 

Date : A qui ? 



3. Domaine Technique de Tinvention : Hardware pour carte h puce 
Projet 6ventuel : 



4. Classement de I'invention : 
De mission 



Mors mission : □ 



Strictsment confidential - Usage interne seulement 
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Direction Jurldique et ProprlStS Intellectuelle 



5. Recherche d'art ant6rieur souhait6 ? oui 

Si oui, donner des mots cles : 
Encryption by a Unique Key 



Les paragraphes suivants sont destln6s k situer et decrire Tinvention. Les informations 
fournies pourront servir a la pr6paration rfune demande de brevet. Le texte peut Stre en 
frangais ou en anglais. II serait dans ta majority des inventions utile de foumir des figures 
pour illustrer le texte. 



6. Art anterieur - Probleme 

Decrire le contexte dans lequel rinvention a 6t6 faite (sans dScrIre I'invention) en 
mentionnant Part ant6rleur connu de vous ainsi que le(s) probl&me(s) qui se pose(nt) et qui 
devra Stre resolu par I'invention. Decrire 6galement les solutions connues au probl&me. 

Figure(s) en annexe : □ oui Num6ros des figures : 

Le piratage par carte k puce prend en general la forme d'une extraction du Rom code et des 
m§moires associ6es contenant en g6n6ral les donnees sensibles (les cles). Pour 6viter que 
ces donn6es sensibles soient directement utilisables II est necessaire de les chiffrer avant de 
les stocker en memoire. Cpendant qui dit chiffrement dit cle et done stockage de la (ou les) 
cl6s de chiffrement. Pour 6vlter de stocl<er directement la cl6 (qui doit §tre unique par 
comoposant) en m6moire il peut §tre interressant de la recalculer a chaque fols (chaque 
reset). Cette cle devra cependant faire appel a une fonction propre du composant (et 
immuable avec les conditions d'enviromment et le temps). Pour cela deux possibilit6s: sort 
utiiser directement ce que le chip nous propose avec le temps de mise ne charge de la 
tension d'alimentation de Teeprom, soit d'ajouter une fonction logique sur le chip si tfest 
possible pour faire directement un calcul de la cl6 de chiffrement. 



7. R6sum6 

Rfeumer rid6e g6n6rale de I'invention. 

Figure(s) en annexe : □ oui Num6ros des figures : 

A chaque Reset le CPu ira calculer la cl6 de chiffrement des autres cl6s. pour cela il prendra 
par exemple en compte la mesure du temps de mise en charge de la tension de I'eeprom 
(immuable). Ainsi si un hacker extrait les codes et donn6es il ne pourra pas recalculer les 
d6s pulsqu*ll ne disposera pas des paramfetres physique du chip, les hackers n'auraont done 
aucun avantages h extraires les donn6es des m6molres. Cette cl6 unique mise en place 
pour la premlfere fois lors de la personnalisation par exemple. 



Strictement confidentiel - Usage interne seulement 
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Direction Juridlque et ProprietS Intellectuelle 



En quoi I'invention r6sout-elle le problfeme ? 

Quel(s) avantage(s) apporte Tinvention par rapport a Tart anterieur ? 



Permet de lier de fa9on tres 6troites le software, les donn6es (cles) et le hardware du 
composant. 



Strictement confidentiel - Usage interne seulement 
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Direction Juridlque et PropriitB Intellectuelle 



9. Description d6taill6e 

Description detaill6e de rinvention comprenant au moins un exemple de realisation de 
I'invention. 

Figure{s) en annexe : □ oui Num6ros des figures : 

voir r6sum6 

Signature{s) — 
Inventeur 1 : CJ Date : 

Inventeur 2 : Date : 

Inventeur 3 : Date : 



Strlctement confidentiel - Usage interne seulement 
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Direction Juridique et Propriete Intellectuelle 



ANNEXE 



Autres inventeurs : 
Nom : 

Norn : 

Nom : 

Nom : 

Nom : 

Nom : 

Nom : 



Employe Canal+ Technologies : □ 
Prestataire : □ 

Employ6 Canal+ Technologies : □ 
Prestataire : □ 

Employ^ Canal+ Technologies : □ 
Prestataire : □ 

Employ^ Canal+ Technologies : □ 
Prestataire : □ 

Employe Canal+ Technologies : □ 
Prestataire : □ 

Employe Canal+ Technologies : □ 
Prestataire : □ 

Employe Canal+ Technologies : □ 
Prestataire : □ 



Strictement confidentiel - Usage interne seulement 
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J. 
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Bruno Weihs 

D6partement Juridique et PropriSte Intellectuelle 
Tel: 01 71 71 55 82 
Fax: 01 71 71 52 02 
Email bweihs@canal-plus.fr 



Par telecopie et confirmation courrier 
Confldentiel ^ 

N/R6f: 12001.016 

BW/NH/D1.365 

Objet Declaration dMnvention 

Titre: ccUnique Key Computation to enciphered the data memories » 
Inventeur: Jean-Luc Dauvois 



J*ai rhonneur de vous faire parvenir par la presente una nouvelle d6ciaration d'invention contenant 
une description d'invention que nous souhaiterlons proteger avec un brevet f ran9ais. 

Je propose qu*une reunion ait lieu antra un ingenieur de votre society et I'inventeur afin de 
completer la declaration rfinvention. d'effectuer une eventuelle recherche d*ant6riorites et de 
preparer un projet de redaction d'une demande de brevet. 

Je vous prie d'agreer, Monsieur, I'expression de mes salutations les plus sinceres. 



BREVALEX 



MonslBur Guy Dubois-Chabert 

3 rue du Docteur Lancereaux 
75008 PARIS 



Paris, le 26juin2001 



Monsieur, 




Bruno WEIHS 



P.J. : Declaration dinvenlion 



c.c.(sans P.J.): Jean-Luc Dauvois 
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MEMORANDUM 



Ref: 12001.016 
BA/NH/01.461 



Date 



5 novembre 2001 



De/From 



Bertrand ALLAIN 



A/To 



Jean-Luc DAUVOIS 



Objet 



Nouvelle demande de brevet 

litre : « Procede et dispositif de protection de donnees numeriques 
stockdes dans une m^moire » 



Jean*Luc, 



J'ai le plaisir de te faire parvenir par la presente un projet de demande de brevet prepar6 par 
Brevalex, pour relecture. 

II est Important que tu verifies Inexactitude et la port6e de la description, ainsi que le contenu 
des revendications par rapport d invention. 

Tu pourras me retourner le docunnent annot§ avec tes remarques et/ou connections et le cas 
§cheant avec la mention « Bon pour d§p6t » et ta signature sur la premiere page des 
revendications. 



Cordialement, 




Bertrand ALLAIN 



P.J. : Projet de demande de brevet 



CONFIDENTIEL 
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^rtrand Allain 



Juridique et de la Propri6t6 Intellectuelle 



g^ail ballain@canal-plus.fr 



01 71 71 57 59 
01 71 71 52 02 



BREVALEX 

Monsieur Houssine Moudnl 
3 rue du Docteur Lancereaux 
75008 PARIS 



Paris, le 12 novembre 2001 



V/R6f: 20022/HM 
N/R6f: 12001.016 
BA^NH/ai.488 

Objet: Projet de demande de brevet frangals 

Titre: «Proced§ et dispositif de protection de donndes numeriques stock6es dans 

une tnemoire » 
Inventeur: Jean-Luc Dauvois 



Cher Monsieur, 

je vous prie de trouver ci-joint le texte que vous nous aviez fait parvenir concemant le projet 
r6f6rence en objet. 

Le projet est annote par Jean-Luc Dauvois. Je propose que vous consideriez les suggestions de 
modifications et que vous contactiez Tinventeur au cas ou vous auriez des questions. 

Je vous prieT d'agreeri Cher Monsieur, Texpression de mes sentiments distinguSs. 




P.J. : Projet annotS 



CANAl¥ nCHNOLOGttS SA AU CAPfXAL Of 23 984 456.80 € RCS PARIS 8 399 323 567 



CONFIDENTIEL 



ANNEXE N*» 



Paris, le 31 octobre 2001 

SP 20022/HM 
V.ref : 12001.016 



PROJBT DE DEMRNDE DB BREVET FRAUCAIS 



TITRB 

PROCBDE ET DXSPOSITIF DE PROTECTION DB DONNEES 
N0KERIQUES STOCKEES DANS XJNE MEMOIRS 

oOo 

CANAL + -TCcH^JC^toClf^ 

oOo 

1) Faire apparaltre visiblement les modifications 
souhaitees 

2) RAYER les lignes ou paragraphes el supprimer 
SP 20022/HM 



PROCEDE ET DISPOSITIP DE PROTECTION DE DONNEES 
NUMERIQUBS STOCKEES DANS UNE MEMOIRS 

Domaine technicfiie 

li' invention se situe dans le domaine de la 
lutte contra le piratage du contenu des m^moires- de 
stockage de donnees at concerne plus particulierement 
un procede de protection de donnees numeriques cryptees 
par une cl& de chif freraent et — stockeeB — dans — one" 
^ „ memni rn . 

L' invention concerne egalement une carte a puce 
et un dispositif .de protection de la memoire de cette 
carte a puce, 

Etat de la technique anterieure 

Le piratage d'une carte a puce se fait en 
general par 1' extraction du code ROM et des m^moires 
associees contenant des donnees secretes. Une technique 
connue pour 4viter que ces donnees sensibles ne soient 
utilisables apres une extraction frauduleuse consiste a 
les chiffrer au moyen de cl^s secretes avant de les 
Btocker dans la m§moire de la carte. Les cl6s de 
chiffrement utilisSes sont Egalement stockees dans une 
mSmoire de la carte. Le fait de metnoriser les cles de 
chiffrement dans la memoire de la carte a puce expose 
ces dernieres a une extraction frauduleuse au meme 
titre que les donnees utiles m^morisees. Aussi, cette 
technique ne permet-elle pas de lutter efficacement 
centre le piratage. 

Le but de 1' invention est d' assurer une 
s^curite optimale des donnees raemorisees sous forme 
cryptee dans une memoire. 
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1 



Un autre but de 1' invention est de lier 
intimement les cles de chiffrement a un ou plusieurs 
paramStres de fonctionnement intrinseque a cette 
memoire. Ces paramdtres de fonctionnement pouvant etre 
5 des grandeurs physiques dependant de la structure 
physique de la memoire ou encore des grandeurs 
refletant un comporteraent determine de cette memoire 
dans des conditions particulieres d'utilisation, ^ 

10 Expose de 1 - invention /^W:>^ cW^:^ c)^^^^ 

De facpon plus precise, 1' invention conceme un 
procede et un dispositif de protection de donnees 
numeriques stockges sous forme crypt^e dans une memoire 
qui pent §tre du type EEPROM ou du type flash par 

15 exemple. 

Le procede selon 1' invention est caracteris^ 
par le fait que ladite cl§ de chiffrement est definie 
dynamiquement en fonction d'au moins un paramdtre de 
fonctionnement intrinseque a ladite memoire. 
20 PrSfgrentiellement, le procede comporte les 

etapes suivantes : 

•lors de la phase d'ecriture des donnees dans 
la memoire, 

a- deriver un signal analogique d'une tension 
25 analogique d'ecriture dans la memoire, 

b- convert ir ce signal en une sequence 
numerique, 

c- chiffrer les donnees a memoriser au moyen de 
ladite sequence numerique, 

30 d- stocker les donnees chiffrSes dans la 

memoire , 
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•et lors d'une phase ulterieure de lecture dee 
donnees mSmorisees , 

- recalculer la cle de chiffrement definie aux 
etapes a et b de la phase d'ecriture et 

- dgcrypter les donnees au moyen de la cle 
recalcul€e. 

Dans une application particuliere du precede, 
la mgmoire est agencee sur une carte de contr61e 
d'acces, 

Selon un mode de realisation, la tension 
analogique d'ecriture est fournie par une pompe de 
charge . 

Le dispositif selon 1' invention est caracterisS 
par le fait qu'il comporte un module de calcul apte a 
definir une cle de chiffrement des donnees nurairiques k 
memoriser en fonction d'au moins un parametre de 
fonctionnement intrinsSque Si ladite raemoire, et par le 
fait que ledit module de calcul recalcule dynamiquement 
ladite cle de chiffrement a chaque lecture des donnees 
mSmorisees. 

Selon un mode de realisation de 1' invention, le 
module de calcul extrait un signal analogique d'une 
tension analogique d'ecriture delivr^e par une pompe de 
Charge et convertit ce signal analogique en une 
sequence numerique pour constituer la cl6 de 
chiffrement . 

L' invention concerne egalement une carte de 
contr61e d'acces comportant une unite centrale de 
traitement de donn6es, au moins une mgmoire de stockage 
de donnees, un module de chiffrement desdites donnees 
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numgrxques et un module de calcul d'au moins une clg de 
chiffrement desdites donnees. 

La carte de controle d'acces selon 1' invention 
comporte des moyens pour d§finir la cle de chiffrement 
en fonction d'au moins un paramdtre de f onctionnement 
intrinseque g la m^moire de ladite carte, et des moyens 
pour recalculer dynaraiquement la cle de chiffrement 
prSalablement d^finie S chaque lecture des donnees 
memoris^es. 

Selon une caracteristique de 1' invention le 
module de calcul est fonctionnellement independant de 
1' unite centrale de sorte que le calcul de la cle de 
chiffrement n'est pas supervieS par 1' unite centrale de 
traitement . y '/r^ioi Au/^ 

Selon un mode particulier de realisation de 
1' invention, le module de calcul comporte une pompe de 
charge destines a fournir une tension analogique 
d'ecriture des donnees dans la carte a puce, un 
convertisseur analogique/numerique destine a convertir 
un signal analogique extrait de ladite tension 
analogique en une sequence numerique constituent la cle 
de chiffrement. 



Breve description des deseins 

D'autres caracteristiques et avantages de 
1' invention ressortiront de la description qui va 
suivre, prise a titre d'exemple non limitatif, en 
reference aux figures annexees, dans lesquelles : 

- la figure 1 represente un schema general d'un 
dispositif selon 1' invention. 
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- la figure 2 represente sch^matiquement un 
mode particulier de realisation du dispositif de la 
figure 1. 

- la figure 3 repr§sente une courbe illustrant 
June mise en oeuvre de 1' invention dans le cas de 
I'exemple illustre par la figure 2. 

Expose dgtaille de modes de realisation particulieys 

L' invention va maintenant gtre decrite dans le 
cadre de la protection des donnees stockSes dans la 
m^moire d'une carte Sl puce. 

Les carte a puces appfilaps ,4galg»eat: OaxLt^d er^ 

mtmoiare sont largement utilisees notamment pour 

mSmoriser des param&tres de contrSle d'accds a des 
donnSes ou services tels que par example des programmes 
audiovisuels cryptSs. Dans ce type d' application, les 
informations n^cessaires au desembrouillage sont 
transmises dans des messages de contrSle d'accSs 

rTspeuiriqUei, apptilers n t eooagoa ^ aucfib conditionnOA 

( Condi tloiicfl — Accaoo Mesaageg — C7VM) - / qui sont de deux 
types ECM (Entitlement Control Message) et EMM 
(Entitlement Management Message) et sont g6n§r6s k 
partir de trois donnfees d' entrees : 

- un mot de contr61e (Control Word) destinS k 
initialiser la sequence de desembrouillage, 

- une cle de service (Service Key) utilisee 
pour embrouiller le mot de controle, pour un groupe 
d'un ou de plusieurs utilisateurs, 

- une cle utilisateur (user key) utilis§e pour 
embrouiller la cle de service. 
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Les ECM sont fonction du mot de controle et 
de la cl6 de service et sont transrnis aux abonnSs S 
interval 1 es rSgul iers (^uuLtiB itee deus^ OQCondco 

5 Les EMM sont^^nction de la cle de service et 

de la cle utilisateur, et sent egalement transrnis aux 
abonnes ^ intervalles reguliers ( ^ o uLtf g ies 

A la r6ception, le principe de dScryptage 

10 consiste ^ retrouver la cle de service a partir de la 
cl6 utilisateur contenue dans la mimoire d'une carte & 
puce. Cette cle de service est ensuite elle-mgme 
utilisee pour d^crypter les ECM afin de retrouver le 
mot de contrdle permettant 1' initialisation du systeme 

15 de desembrouillage . 

Comme cela a ete explique pr§c6demment , le 
contenu de la mSmoire de la carte 3 puce peut §tre 
extrait et r€utilis§ de faqron frauduleuse pour 
retrouver les EMM et les ECM necessaires au calcul du 

20 mot de contr61e permettant 1 ' initialisation du systdme 
de d§serabrouillage. 

La figure 1 reprfisente un schema bloc general 
d'un dispositif a memoire comportant une unitS centrale 
de traitement 2 reliee a une memoire 4 via un module de 

25 cryptage/decryptage 6. Un module de calcul 10, agence 
ext^rieurement S 1' unite centrale 2, est egalement 
reliS au module de cryptage/decryptage 6. 

Lorsque des donn6es traitSes dans I'unitS 
centrale 2 doivent §tre stock§es dans la m^moixe 4, 

30 1' units de traitement 2 en voie au module de cal cu]/^ 

signal d' activation. A la reception de ce signal, le 
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A- ' 

<^le de calcul(S)d«i„it clS d. chiff recent des 

dom,Ses i ,n«m<,ria« ,t tra„s»,et cette clS au module de 
cryptage/dgcryptage 6. 

Selon une caracteristique essentielle de 
5 I'invention, la cl. de chiffre.ent est calcul.e au 
moment de la m6n,orisation des donnees dans la ...oirefV 
an fonction d'au .oins un paran..tre de fonctionnen,^ / 
xntrlns^que S la mimoire 4. La cle de chiffre.ent ainsl 
calcul6e n'est pas stockee dans la m^„oire 4. Or le 
10 piratage des cartes . puces consiste gin.rale.ent ^ 
extralre les programmes de calcul mis en «uvre dans 
I'unit. centrale 2 et les donn.es sensibles contenues 
dans la m^molre 4 associge a l^unitg centrale 2. Aussi 
en cas d' extraction frauduleuse de ces programmes et du 
contenu de la mSmoire 4, les donn.es extraites seront 
xnutiliaables sans la cl. de chiffrement qui est 
calculee dynamiquement lors de la memorisation desdites 
donnees et lors de la lecture de ces donn.es. 

Preferentiellement, cette cle est calcul.e en 
fonction d'un param^tre ou d'une combinaison de 
Plusieurs param.tres de fonctionnement intrins.que a 
ladite m^moire 4 . 

La cle de chiffrement dgfinie est inaccessible 
de I'exterieur, du fait que le module de calcul lo est 
25 mdgpendant de 1 'unite centrale 2. 

En fonctionnement, au moment du transfert des 
donn.es de I'unit. centrale 2 vers le module de calcul 
10, ce dernier re.oit de I'unit. centrale 2 un premier 
sxgnal d' activation, lui permettant de commencer le 
0 calcul de la cl. de chiffrement. La cl. ainsi calcul.e 
est transmise au module de cryptage/d.cryptage 6 qui 
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1 'utilise pour chiffrer les donnees avant que ces 
dernieres ne soient meinorisSes dans la memoire 4. 

Lorsque les donnees cryptees doivent etre lues, 
I'unitg de traitement 2 envoie au module de . calcul lo 
un deuxieme signal d' activation pour recalculer 
dynamiquement la cle de chiffrement qui est ensuite 
utilisee par le module de cryptage/deciryptage 6 pour 
decrypter lesdites donnees et les transmettre a l'unit6 
centrale 2 . 

Un exemple particulier de calcul de la cle de 
chiffrement va gtre dScrit maintenant en rgfSrence a la 
figure 2 representant un exemple de realisation de 
1' invention dans lequel le module 10 est constitue par 
la pompe de charge 12 destinSe a fournir une tension 
analogique d'ecriture des donnSes dans la mgmoire 4, un 
convertisseur analogique -^numSrique (CAN) 14 desting ^ 
convertir un signal analogique extrait de ladite 
tension analogique en une sequence num^rique 
constituant la clS de chiffrement, une horloge 16 
reliee a la pompe de charge 12 destin^e i fixer la 
durSe du signal analogique extrait de la tension 
d' ecriture. 

La figure 3 represente scheraatiquement 
1' evolution en fonction du temps de la tension 
d' ecriture 18 des donnSes numeriques provenant de 
1' unite centrale 2 dans la memoire 4. Une valeur A de 
la tension 18 est fixge par programmation de la dur§e t 
au moyen de 1' horloge 16. Cette valeur A est ensuite 
convertie par le CAN 14 en une sequence numgrique S qui 
est utilisSe par le module de cryptage/decryptage 6 
pour crypter/d6crypter les donnees numeriques. 



SP 20022/HM 



8 



A chaque remise a zero, le module de calcul 10 
calcule la cle de chiffrement en prenant en 
consideration la durge t programmee au moyen de 
I'horloge 16. Ainsi, si un pirate extrait les donnees 
num^riques et s. -loo chargo dano una c aiLe fdlbill ge, il 
ne pourra pas recalculer la cle de chiffrement qui 
depend de la valeur A qui est " intrinseque a la carte 
authentique. La cl6 de chiffrement est calculSe pour la 
premiere fois lors de la personnalisation de la carte k 
puce. 

Dans une variante de realisation de 
1' invention, plusieurs dur§es t correspondant a 
plusieurs valeurs A peuvent etre preprogrammees afin 
d'gtre utilisges successivement pour calculer plusieurs 
cles de chiffrement differentes, chaque cle pouvant 
§tre utilis^e pendant une pgriode prgdgfinie, 

Dans une autre variante de realisation, la 
duree t peut gtre modifige a distance. 
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REVENDICATIONS 



1. Procedg de protection de donnges numeriques 
cryptees par une cl§ de chiffrement et stockees dans 
une mSmoire (4), caracterisi en ce que ladite cle de 
chiffrement est definie dynamiquement en fonction d'au 
moins un param^tre de fonctionnement intrinsdque 




2. Precede selon la revendication 1, 
caracterise en ce qu'il comporte les etapes suivantes : 

•lors de la phase d'Scriture des donnees daris 
la memoire (4) , 

a- dgriver un signal analogique d'une tension 
analogique (18) d'ecriture dans la memoire (4) , 

b- convertir ce signal en une sequence 
nuraerique S , 

c- chiffrer les donn6es a metnoriser au moyen de 
ladite sequence numerique S, 

d- stocker les donnies chiffr^es dans la 
memoire {4) . 

•et lors d'une phase ulterieure de lecture des 
donnSes m^mor isfies , 

- recalculer la cl6 de chiffrement dSfinie aux 
etapes a et b, et 

- dScrypter les donnees au moyen de" la cl6 
recalculee . 

3. Procede selon la revendication 2, 
caracteris^ en ce que ladite mgmoire (4) est agenc§e 
sur une carte k puce de contr61e d'accSs. 
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4. Procgdg selon la revendication 3, 
caracterisg en ce que la tension analogique d'ecriturl 
(18) est fournie par une pompe de charge (12) , 

5. Dispositif de protection de donnSes 
numeriques crypt§es par une cle de chiffrement et 
stockges dans une mimoire (4), caractirisg en ce qu'il 
comporte un module de calcul (lO) apte H dSfinir la clS 
de chiffrement desdites donnges en fonction d'au moins 
un param^tre de fonctionnetnent intrinsique S ladite 
mSmoire (4), et en ce que ledit module de calcul (10) 
recalcule dynamiquement ladite cle de chiffrement S 

6. Dispositif selon la revendication 5, 
caracterise en ce que ladite cl6 de chiffrement est 
calculge a partir d'une tension analogique (18) 
d' ecriture des donnges dans la mgraoire de la carte S 
puce . 

7. Dispositif selon la revendication 6. 
caracterise en ce que ladite mSraoire est agencee sur 
une carte de controle d'acces. 

8. Dispositif selon la revendication 7, 
caracterise en ce que ladite tension analogique 
d'gcriture est delivrge par une pompe de charge. 

9. Dispositif selon la revendication 6, 
caractirisg en ce que le module de calcul (10) extrait 



sp 20022/HM 



11 



5 



un signal analogique de ladite tension (18) et 
convertit ce signal analogique en une sequence 
numerique pour constituer la cle de chif f rement . 

10. Dispositif selon la revendication 9, 
caracterise en ce que le module de calcul (10) comports 
un convertisseur analogique/numerique (14) . 

11. Carte de controle d'acces comportant une 
unitg centrale.de traitement de donnees, au moins une 
mgmoire de atockage de , donnees, un module de 
chiffrement (S) desdites donnees numeriques et un 
module de calcul (10) d'au moins une cl€ de chiffrement 
desdites donnSes, caractgrisge en ce que ledit module 
de calcul (10) comporte des moyens pour d^finir la cle 
de chif f rement en fonction d'au moins un paramStre de 
fonctionnement intrins^que S ladite memoire (4), et des 
moyens pour recalculer dynamiquement ladite cl6 de 
chif f rement & chaque lecture des donnSes raSmorisgea. 

12. Carte de contrSle d'accds selon la 
revendication 11, caract6ris6e en ce que le module de 
calcul (10) est fonctionnelleraent indSpendant de 
I'unitg centrale (2) de sorte que le calcul de la cl6 
de chiffrement n'est pas supervise par I'unitg centrale 
de traiteraent (2) . 



13. Carte § puce selon la revendication 12, 
caractSris^e en ce que le module de calcul (lo) 
comporte une pompe de charge (12) destin^e a fournir 
une tension analogique (18) d'ecriture des donnees dans 
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12 

la carte k puce, iin convertisseur analogique-num^rique 
(14) destinS ^ convertir un signal analogique extrait 
de ladite tension analogique (18) en une sequence 
numgrique S constituant la cle de chif f reraent.. 

5 

14. Carte a puce selon la revendication 11, 
caract^risee en ce que le module de chiffrement (6) est 
un circuit logique. 

10 15. Carte k puce selon. 1' une des revendications 

11 ^ 14, caract#ris6e en ce que la mgmoire (4) est du 
type EEPROM. 

16. Carte ^ puce selon I'une des revendications 
15 11 i 14, caractSrisge en ce que la m^moire (4) est du 
type flash. 

4 
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ABREGE DESCRIPTIF 

L- invention concerns un proc^dg de protection 
de donnges numSriques cryptees par une clS de 
chiffreraent et stock4es dans une mSmoxre (4) . 

Le procedg selon 1' invention est caractSrisg 
par le fait que ladite cl€ de chiffrement eat d^finie 
dynamiquement en fonction d'au moins un paramStre de 
fonctionnement intrinsdque a ladite m^moire. 

Fig 1 
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ANNEXE N"* 3 



B6\ : B 2002.005 

PC/NH/02.152 

Date : 



16 avril2002 



MEMORANDUM 



De/From 



Philippe CASSAGNE 



A/To 
Objet 



S6bastien MONTET 

Nouvelle damande de brevet europeen 

Titre : « Proc6d$ at dispositif de protection de donnees numenques 
stock6es dans una memoire» 
Inventeur: Jean Luc Dauvois 



Sebastian, 

Salon la nouvejleDmcedure concernant les primes d'inventlon, je te prie de "oter que 
^^^^^^^^^Mk 6t6 d6sign§ en tant qu'inventeur pour la demande de brevet 
^^^^^P^l^t dispositif de protection de donn§es numeriques stock6es dans 
JSmoire ». Cette demande est une premiere demande dans 'a fanr,. e brevets Elle a 
6?6 dSpSle auprfes de I'INPI ie 8 avril 2002 et a obtenu le numSro de depot 02 04321. 

Conform6ment k ce qui a 6t6 convenu. i'inventeur devra obtenir dans les meilleurs d6lais. 
une prime d'Invention d'Un montant de 5000,00 FF. 

Je feste & ta disposiflon pour tout© information compl6mentalre. 
Cordialement, 



Philippe CASSAGNE- 



Date 



Signature 



RON POUR ACCORD 



SEBASTIEN MONTET 




CONFIDENTIEL 




mam 
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34 HAa RAOUl DAUTRY 75906 PAWS CEOEX 15 fRANCE 

15133171715715 



Monsieur Jean-Luc DAUVOIS 



Paris, le 23 aviiJ 2002 



Monsieur, 

J'al le plaisir de vous annoncer, suite a votre parlicipallon en tant quWenteur dans la demande de 
brevet francais intiluW " Procedfi et disposMf de protection de donn^es numeriques 
siockees dans une memoire daposee le 8 avril 2002 (ref de depot INPI 02 04321) 
qu'il vous est altribue une prime rfun montont brut forfaltaire de : 



762b25 euros 



Celte somme sero versee cvec vos appoWeinerits du mols de ma\ 2002. 
Je vous prie rfagrfier, Monsieur, Texpression de ma consld^rofion distlngu^e 



Philippe DURANTON 

Diredeur General Adjoint, 

Affaires Generates et Ressources Humaines 




CANAL+ nCHMOtOGlES SA ASJ CAHTAL DB 23 984 456,80 € «CS PARK B 399 323 567 
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DEMANDE DE BREVET D'INVENTION 
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Date de d^6t : 1 7.1 2.02. 
@ Priority: 



C43) Date de mise a la disposition du public de la 
demande : 18.06.04 Bulletin 04/25. 

Uste des documents clt6s dans le rapport de 
recherche pr^llmlnalre : Se reporter it ia fin du 



R6f6rence8 k d'autres documents nationaux 
apparent^s : 



(Q) Demandeur(s) : CANAL + TECHNOLOGIES S0Cf6t6 
anor}yme — FR. 



@ inventeur(8) : DAUVOIS JEAN LUC. 



@Tltulalre(8): 



(3)MandataIre(s): THOMSON. 



1^ 
00 

00 
CM 

OC 
U. 



PROCEDE DE CONTROLE D'ACCES EN TELEVISION NUMERIQUE PAYANTE. 

@ L'invention conceme un proc6d6 de contrfile d'acc6s, 
en t6l6vision num^rique payantet a des informations oonte- 
nues dans un signal regu par une station de reception abon- 
n6 (21) comprenant des etapes: 

- d'^mlssion de premiers messages de contrdle d'alloca- 
tion de droits (ECM) pennettant de proposer aux abonnds 
un mode de fonctionnement k la demande et de seconds 
messages de gestion d'allocation de droits (EMM) vers un 
dispositif utillsateur (26), 

- de g^n^ration aans le dispositif utllisateur (26) d'un si- 
gnal d'autorlsation d'acc^ (CW), 

dans iequel on 6mei des premiers messages de contr6le 
rfallocatlon de drolts(ECM) ayantun contenu de prof II para- 
m^trable penmettant de fairs une offre additionnelle pour au 
molns un sen/Ice ou un progrBmme & un abonnS en ronction 
de son profll. 
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Bureau intemational 

(43) Date de la publication Internationale 
8 juiUet 2004 (08.07.2004) 




PCX 



iiiiiiiiiiiiHiiiiiinniiiii 



(10) Num^ de publication interna tionaie 

WO 2004/057871 A2 



(51) Classification Internationale des brevets' : 
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(57) Abstract: The invention concerns a method for controlUng access, in digital pay television «» "Jllir™ ^wl'lJ^S! 
content of the user's device in terms of subscripUon for the subscnber. 

iSuUe sur la page suivante] 



ANNEXE 



^ R^PUBUQUE FRANQAISE 
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@ N° de publication : 2 838 206 
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commandesde reproduction) 

(2l) N** d'enregistremeni national : 02 04321 
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DEMANDE DE BREVET D'INVENTION 



A1 



Date de d6p6t : 08.04.02. 
® Priority: 


Demandeur(s) 
anony/ne — FR 


: CANAL + TECHNOLOGIES Sod^t^ 




@ lnventeur(s) : 


DAUVOIS JEAN LUC. 


® Date de mlae k la disposition du public de la 
demande : 10.10.03 Bulletin 03/41. 






(oq) LIste des documents clt6s dans le rapport de 
recherche pr^llmlnalre : Se reporter d /a fin du 
present lascicuie 






@ R6fdrence8 h d'autres documents nationaux 
apparent^s : 


@)Tltulaire{s): 
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@ PROCEDE ET DISPOSITIF DE PROTECTION DE DONNEES NUMERIQUES STOCKEES DANS UNE MEMOIRE. 



(§5 L'inventlon conoeme un proc^dd de protection de 
donn6es numeriques stock6es dans une m6moire (4) et 
pr^alablement crypt^es par une old de chiffiement 

Le proc6d6 selon ('invention est caract^ris6 par le fait 
que ladlte c\6 de chiffrement est ddflnle dynamlquement en 
fonction d'au moins un paramdtre de fonctlonnement Intrln- 
s^que & ladite carte k puce. 
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(54) Title: METHOD AND DEVICE FOR PROTECTING DIGITAL DATA STORED IN A MEMORY 
(54) Tltre: PROCBDEBTDISPOSrnFDBPRarECnONDEDONNBESmJMBRIQXJESSTCK:KE^ 



ON 




_ (57) Abstract: The invention concerns a method for protecting digital data stored in a memory (4) and previously encrypted with 

Oan encryption key. The inventive method is charactenzed in that said encryption key is dynamically defined on the basis of at least 
one operating parameter intrinsic to said smart caxd. 
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A1 



^ Date de d6p6t : 04.0^03. 
@ Priority : 



Date de mise d la disposition du pubiic de la 
demande : 06.08.04 Bulletin 04/32. 

Liste des documents cit6s dans le rapport de 
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lTitulalre(8): 
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\§y SYSTEIUIE DE TELEVISION A PEACE, PROCEDE DE REVOCATiON DE DROITS DANS UN TEL SYSTEME. 
DECODEUR ET CARTE A PUCE ASSOCIES, ET MESSAQE TRANSMIS A UN TEL DECODEUR. 

La pr^sente Invention conceme un proc6d6 de r6vo- 
cation de droits d*acc6s ^ un programme audiovisuel regu 
par un d^codeur (11) comprenant des stapes: 

- d'6misslon de premiers messages (ECM) contenant — — 
des mots de contr6le cryptes, chaque mot de contraie (CW) 
6tant utilise pour d^sembrouilier durant une pdriode de 
temps donn6 le signal audiovisuel refu, de seconds messa- 
ges (EMM) comprenant chacun des informations d'ailoca- 
tion de droits de Tutiiisateur, 

- de d^cryptage dans le ddcodeur, ou un objet portable 

aui lui est associS, des premiers messages pour produlre 
es mots de contrdle (CW) pourle d6sembroulIlage dudit si- 
gnal audiovisuel re?u parle d6codeur(ll), 

- tf Emission de troisl^mes messages hybrides resultant 
chacun de la comblnaison d'au molns un mot de contrdle 
crypto, d'une adresse de d^codeur et d'une information de 
r^ocation de droits. 
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(54)liae: PAY tia-EVlSION, MMHOD FOR Rl^^OKING RIGHTS IN SUCH A SYSTEM, ASS 
SMART CARD. AND MESSAGE TRANSMriTED TO SUCH A DECODER 

\ (54) litre: SYSTBMEDETELBVlSrONAPBAGE.PRCK:EDBDBRBVO^ 
DfiCODBUR BT CARTE A PUCE ASSOaES. BT MESSAGE TRANSMIS A UN TEL DBGODBUR 

(57) Abstract: The invention concerns a 
meihod for revoking access rights to an 
audio-visual programme recdved by a 
decoder (11) comprising the following steps: 
transmitting first messages (ECM) containing 
encrypted control words, each control word 
(CW) being nsed to descramble for a given 
time period the audio-visual signal reCcWed, 
second messages (EMM) comprising each 
data allocating user rights; decrypting in 
the decoder, or a portable object associated 
therewith, the first messages to produce 
contrt>l woids (CW) for descramblihg s^d 
andio-vfsual signal received by the deooder 
(ID. irtnsmilting third hybrid messages 
41 xesolting each finom the combination of at least 

one encrypted control word (CW), a decoder 
address and a right revoking informadon. 
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(57) Abr^^ : La pr&cnte invention concemc 
un ptQc6d6 de revocation de droits d'acces ^ un 
piogiamme audiovisuel re^o p^ un d6codeur 
(II) compienanl des iiapcs : - d'^mission de 
premiers messages (ECM) conlenant dcs mots 
de contrSle ciypttfs, chaque mot de contr&le 
(CW) £tant utilise pour desembrouiller 
duranl une p^riode de temps donn6 le tignial 
aodiovisiiei recu. de seconds messages (EMM) compenant chacun des informiUons d'aDocation de droits de l-titiUateor - dc 
decryptaee dans le d&odcur. ou un objct portable qui lui est associ^, des premicirs messages pour ptoduire des mots de contrtle 
(CV»0 ponr le ddsembioQillagc dudil signal audiovisuel «su par le ddcodeur (I I), r d'^mission de ttoislfcmes messages hybndcs 
r6sultant 
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(54) rule: PAY TELEVISION SYSTEM. METHOD FOR TRANSMISSION OF SCRAMBLED AUDIOVISUAL PRO- 
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BROUILLES, DECODEUR ET CARTE A PUCE METTANT EN OEUVRE CE PROCEDE 
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41... ACCESS PARAMETERS 

43... NUMBER OF THE ECM GROUP 

at least one decoder of the at least two decoder units. 



(57) Abstract: The invention relates to a method 
for broadcasting a scrambled audiovisual programme 
to decoders (1 1), comprising a step for transmission 
of . first messages (ECM) to said decoders, each 
comprising a control word (CW), encrypted using a 
operation key permitting each decoder to unscramble 
the received audiovisual programme during a given 
period, second messages (EMM) comprising operation 
keys according to which during the same basic period 
as the scrambling time for the scrambled audiovisual 
programme, there is transmission of at least two first 
messages, each containing the same control word 
respectively encrypted by distinct operadon keys 
and second messages, each containing one of said 
operation keys and an individual or group address of 



(57) Abr^^ : La pr6sente invention conceme un pFoc^6 de diffusion d'un programme audiovisuel brouill£ k destination de d6co- 
deui-s (11) comprenant une £tape d'£mission vers ces dteodeuis de premiers messages (ECM) contenant chacun un mot de contrdle 
(CW) ciypt^ par une c\& d'exploitation, pour pcrmcttrc h chaque d^odeur de ddsembrouiller. durant une pdriodc de temps donn£e, 
le programme audiovisuel re9u, de seconds messages (EMM) comfH-enant des c\€s d'exploitation, selon lequel au cours de I'^tape 
d'^mission. pour une mSme periods 616mentaire de temps de brouillage du prograrhrae audiovisuel brouilM, il y a 6mission d'au moins 
deux premiers messages comprenant chacun un mfime mot de contrdle crypto par des cl& d'exploitation distinctes rcspcctives, et de 
seconds messages qui contiennenl chacun I'une de ces ct^s d'exploitation ainsi qu'une adresse, individaelle ou de groupe, d'au moins 
un decodeur de I'un d'au moins deux ensembles de d^odeurs. 
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I (54) Title: PAY TELEVISION, METHOD FOR REVOKING RIGHTS IN SUCH A SYSTEM. ASSOCIATED DECODER AND 
I SMART CARD. AND MESSAGE TRANSMnTED TO SUCH A DECODER 

\ (54) litre • S YSTEME DE TELEVISION A PEAGE, PROCEDE DE REVOCATION DE DROITS DANS UN TEL SYSTEME. 
I DECODEUR KT CARTE A PUCE ASSOCIES. ET MESSAGE TRANSMIS A UN TEL DECODEUR 

I (57) Abstract: The invention conccms a 

1 method for revoking access rights to an 

audio-visual programme received by a 
decoder (11) comprising the following steps: 
iransmitting first messages (ECM) containing 
encrypted control words, each control word 
(CW) being used to desciamble for a given 
time period the audio-visual signal received, 
second messages (EMM) comprising each 
data allocating user rights; decrypting in 
the decoder, or a portable object associated 
therewith, the first messages to produce 
control words (CW) for descrambling said 
audio-visual signal received by the decoder 
(11), transmitting third hybrid messages 
— 1^ 4, resulting each from the combination of at least 

one encrypted control word (CW), a decoder 
address and a right revoking information. 
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ECM...ENTITLEMENT CONTROL MESSAGE 

E3M...HYBRID MESSAGE 

EMM REVOC...RIGHT REVOCATION MESSAGE 



(57) Abr^£ : La pr&ente invention concerne 
un pioc&!6 de r6vocation de droits d'accfes & un 
programme audiovisucl re9U par un d&odeur 
(1 1) comprenant des stapes : - d'tfmission de 
premiere messages (ECM) conlenanl des mots 
de contr^le crypt6s, chaque mot de contr6Ie 
(CW) 6iant udlis^ pour d^sembrouiller 
durant une p6riode de temps donn6 le signal 
audiovisuel re^u. de seconds messages (EMM) comprenant chacun des informations d'allocation de droits de l-ulilisateur, _de 
d6cnrptage dans le d&odeur. on un objel portable qui lui est associ6. des premiers messages pour prodmre des moLs contt^Je 
(CW) pour le d&embTOuillage dudit signal audiovisuel 1*90 par le d^codeur (11). - d'^mission de troisilmes messages hybridcs 
resultant 
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^5 (54) TiUe: METHOD FOR ACCESS CONTROL IN DIGITAL PAY TELEVISION 
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(57) Abstract: The invention concerns a method for controHing access, in digitaJ pay television, to data contained in the signal 
received by a subscriber receiving station (21) comprising steps which consist in transmitting first right ailocation control messages 
(ECM) enabling proposal to subscribers of an on-demand operation mode and second right allocation management messages (EMM) 
tea user device (26), generating in the user device an access authorization signal (CW), wherein firet right allocation control messages 
are transmitted having a parameterable profile content enabling at least one service or one programme to be authorized during a dme 
slot based on the profile of a specific subscriber, so as to ensure an interactivity between the content of said first messages and the 
content of the user's device in terms of subscription for the subscriber. 
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00 (57) Abstract: The invention relates to a method for the secure iiansmission of messages or data between two entities, involving the 
O block coding of messages. According to the invention, a first message is broken down into a whole number N of blocks, each block 
^ being applied lo an elementary coding unit of a plurality N of cascaded coding units. A second message is generated comprising the 
^ N blocks from the first message which are disposed in a different order and the 2N blocks from the first and second messages are 
^ applied lo 2N cascaded coding units in order to generate the coded value which is associated with the first message. 
O 

fs| (57) Abrege : I/invention conceme un proc6di de transmission sficurisde de messages, ou de donnto. cntre deux entit^s qui est un 
^ proc6d6 de codagc par blocs de messages, dans lequel un premier message est d6compos6 en un nombre entier N de blocs, chaquc 
^ bloc £lant appliqu^ h une unit£ £l£mentaire de codage 
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(57) Abstract: The invention concerns a smart card whereof the component includes a central unit (10), a code memory (16) wherein 
is stored an original code comprising at least a software bug which cannot be coirecled, a data/code memory (14) in a zone (15) 
of which are stored a substitution code free of software bug, as well as the addresses of the software bug(s), a mechanism (1 1) 
for intercepting the central unit addresses which verifies the hardware addresses which are executed, wherein the mechanism (1 1) 
intercepting the addresses includes an address intercepting and substituting unit (12) which enables the central unit to be rerouted 
when it detects an address or a set of addresses of software bug and a data multiplexer (13) enabling either the memory code data (1 6) 
when there is no rerouting, or the data of the data/memoiy code (14) to be taken into account by the central unit (10). The invention 
also concerns a method for avoiding a software bug in such a smart card. 
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RECEIVER SETS WITH ACCESS CONTROL 
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(57) ABSTRACT 

The invention concerns a method for verifying television 
receiver sets with access control and a corresponding 
receiver set. The invention is characterized in that a broad- 
caster performs parametered calculations, for example 
through the subscriptions and the characteristics of the 
receiver sets. The results of said calculations arc transmitted 
to the receiver set which store them. In order to verify a 
receiver, the broadcaster transmits thereto the parameter(s) 
used, the receiver performs the calculation and compares the 
result it obtains with that which it has stored. In case of 
non-conformity, the receiver set modifies its operating con- 
ditions. The invention is applicable to television with access 
control 
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~ (54) Title: METHOD OF COMBATING THE FRAUDULENT REPRODUCTION OF CHIP CARDS AND THE READ TERMI- 

^5 NALS FOR SAID CARDS 

(54) TItre : LUTTE CONTRB LA REPRODUCTION FR AUDULEUSB DES CARTES A PUCE ET DES TERMINAUX DE LEC- 
^ TURE DE CES CARTES 

(57) Abstract: The invention relates to a method of pairing a 
predefined type of card read tenninal (2), comprising a central 
processing unit (6), with a predefined type of chip card (4) which 
is intended to store confidential data. The inventive method con- 
sists in: comparing (40) the electrical operating parameters of 
said card with specific, previously-stored electrical parameters; 
and authorising (42) access to the confidential data using said 
new memoiy card if the data compared are not identical. 

(57) Abr^gi : Uinvention conccme un proc&i6 d'appareille- 
ment d'un tennina] (2) de lecture de cartes d'un type pr^^fini 
comportant one uniUS cenlrale (6) de traitcment ct d'une carte 
^ puce (4) d*un type pr£d£fini destin^e k stoclcer des donn6es 
secr&tes. Ce proc€d6 consiste k comparer (40) des param&tres 
£]ectriques de fonctionnement de cette carte avec les paramitres 
^lectriques paiticuliers pr^alablement m6moris6s, et autoriser 
(42) Taccfes aux donnfies secr&tes au moyen de cette nouvelle 
carte k m^moire si les donn6es compar6es sont identiques 
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^ (57) Abstract: The invention relates to a digital electronic component which is protected against electrical- and/or electromagnetic - 
O type analyses. The inventive component comprises: a synchronous element (10) which is controlled by a clocic (H); means (11, 12) 
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given period of time; and means (13) of controlling the random nature of the frequency change of said clock (H). 
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^ modifie son fonctionnement. Application en tfildvision d conirole d'accds. 
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(57) Abstract: The invention concerns a method 
for data transmission between a transmitting 
station (lOOe) and a plurality of receiving stations 
(lOOr) which consists in transmitting from the 
transmitting station to the receiving stations data 
encrypted with a first key, and at least a control 
message transportitig a second key. The invention 
is characlerised in that the first key, used for 
deciypting, is recovered in each receiving station 
from the second key and from al least a data 
selected among the set of data available in the 
receiving stations, based on a selection command 
periodically transmitted between die transmitting 
station and the receiving station. The invention 
is applicable to pay television. FIG. 2: I04c, 
Il4e, I16e, 122c. 124c ENCHIYPTION UNITS 
I04r. U4r, ll6r. 122r. 124r DECRYPTION 
UNITS A ENCODING KEY B ENTITLEMENT 
CONTROL MESSAGE C ENTITLEMBNT 
MANAGEMENT MESSAGE D OPERATING 
KEY E CLIENT KEY S COMMAND MESSAGE 

(57)Abr£g£ : La presente invention concerne 
un piocfd^ de transmission d' informations cntre 
une station tfmettricc (lOOe) et une plurality de 
stations r^ceptrices (lOOr) dans lequel on iransmei 
de la station 6mettrioe vers la station rficcptrice 
des informations chiffrfies avec une premi&re cte, 
el au moins un message de confirCle vecleur d'une 
deuxifemccl^. Conforniimcntir invention. 
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(57) ABSTRACT 

The present invention relates lo a method for transmitting 
information between a transmitter station (lOOe) and a 
plurality of receiving stations (lOOr) wherein encrypted 
information is transmitted from the transmitter station to the 
receiver station with a first key and at least a control message 
bearing a second key. According to the invention, the first 
key used for decryption is restored in each receiving station 
from the second key and from at least one datum selected 
from a set of data available in the receiving stations, 
according to a selection command periodically transmitted 
between the transmitting station and the receiving station. 

Application to pay television. 
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(57) Abstract: The invention concerns a transmission method be- 
tween a first module (25) and a second module (26) comprising the 
following steps: in the first module (25): calculating y such that y 
= g ^ X mod (p), g and x being the random numbers preserved in the 
terminal, p being a prime number, g and p being known to the two 
modules; transmitting (38) the value y to the second module; in the 
second module (26): retrieving (32) the value y; generating (30) a 
random variable k; calculating (31) two values A and B, such that 
A = g k mod {p)B = y^ k.M mod (p). M being a known message 
to be transmitted in encrypted form; transmitting (34) values A and 
B to the first module (25); in the first module (25): retrieving (36) 
the message M using the following formula: M = B/(A '^x)mod (p). 

(57) Abr^g^ : La pr^sente invention concerne un precede de trans- 
mission entre un premier module (25) et un second module (26) 
comprenant les Stapes suivantes: dans le prenuer module (25): cal- 
cul de y tel que: y = g x mod (p), g et x 6tant des nombres a]6a- 
toires conserves dans le terminal, p 6lant un nombre premier, g et 
p 6tant connus des deux modules; transmission (38) de la valeur y 
vers le second module, dans le second module (26): recuperation 
(32) de la valeur y; generation (30) d'un alea k; calcul (3 1) de deux 
valcurs A el B, telles que: A = g k mod (p), B = y k.M mod (p). 
M 6tant un message connu h iransmeltre chiffre; transmission (34) 
des valcurs A et B vers le premier module, dans le premier module 
(25): recuperation (36) du message M en utilisant la formule sui- 
vante: M = B/(A x)mod(p). 
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(57) Abstract 

The present invention provides a method of providing secure 
communication of digital data between devices, said method comprising 
the steps of communicating from one device an identifier of a device to an 
independent security module and perfonning device validation depending 
on the identity of the received identifier. 
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ABSTRACT 



The present invention relates lo a method of providing 
secure communication of informadoo between at least a first 
and second digital audiovisual device (30, 52) and charac- 
terized in that the first device (30) communicates to the 
second device (52) a certificate Ct(KpubT) comprising a 
transport public key KpubT encrypted by a management 
private key KpriMan, the second device (52) decrypting the 
certificate using an equivalent managemcot public key 
KpubMan and thereafter using the transport public key 
KpubT to encrypt information sent to the first device, the 
first device using an equivalent private key KpriT to decrypt 
the information. The present invention is particularly appli- 
cable to a method of providing secure communication 
between a first and second decoder. 

51 Claims, 8 Drawing Sheets 
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(57) Abstract 

The present invention relates to a method of providing secure 
communication of information between at least a first and second 
digital audiovisual device (30, 52) and characterised in that the fiist 
device (30) communicates to the second device (52) a certificate 
Ct(KpubT) comprising a transport public key KpubT encrypted 
by a management private key KpriMan, the second device (52) 
decrypting the certificate using an equivalent management public 
key KpubMan and thereafter using the transport public key KpubT 
to enciypt infomiation sent to the first device, the first device 
using an equivalent private key KpriT to decrypt the information. 
The present invention Is particularly applicable to a method 
of providing secure communication between a first and second 
decoder. 
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Declaration et Pouvoirs pour Demande de Brevet 
French Language Declaration 
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PATENT TRADEMARK OFFICt 



En tant que Tinventeur nomm6 ci-apr6s, je declare par le present 
acte que: 



Mon domicile, mon adresse postale et ma nationality sent ceux 
figurant ci-dessous a cat6 de mon nom. 



Je crois 6tre le premier inventeur original et unique (si un seui 
nom est mentionn^ ci-dessous), ou l*un des premiers co- 
inventeurs originaux (si plusieurs noms sont mentionn6s ci- 
dessous) de Tobjet revendiqu^, pour lequel une demande de 
brevet a tie d6pos6e concemant T invention intitul6e 



As a below named inventor, I hereby declare that: 



My residence, post office address, and citizenship are as stated 
next to my name. 



i believe I am the original, first and sole inventor (if only one 
name is listed below) or an original, first and joint inventor (if 
plural names are listed below) of the subject matter which is 
claimed and for which a patent is sought on the invention entitled 



METHOD FOR ACCESS CONTROL IN DIGITAL PAY 
TELEVISION 



METHOD FOR ACCESS CONTROL IN DIGITAL PAY 
TELEVISION 



et dent la description est foumie ci-joint k moins que la 
case suivante n'ait ^t^ coch6e: 



the specification of v^rhich is attached hereto unless the 
foUov^dng box is checked: 



A 6t6 d6pos6e le 



13 juin, 2005 



June 13, 2005 



sous le numdro de demande des Etats-Unis ou le 
num^ro de demande international PCT 

10/538,725 etmodifi6ele 

(le cas ^ch^ant). 



was filed on 

as United States Application Number or 

PCT International Application Number 

10/538,725 and was amended on 

(if applicable). 



Je declare par le present acte avoir pass6 en revue et compris le 
contenu de la description ci-dessus, revendications comprises, 
telles que modifi^es par toute modification dont il aura hit fait 
r^fi6rence ci-dessus. 



I hereby state that I have reviewed and understand the contents of 
the above identified specification, including the claims, as 
amended by any amendment referred to above. 



Je reconnais devoir divulguer toute information pertinente k la 
brevetabilitd comme d6fini dans le Titre 37, § 1.S6 du Code 
f6d6ral des rdglementations. 



I acknowledge the duty to disclose information which is material 
to patentability as defined in Title 37, Code of Federal 
Regulations, § 1.56. 
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French Language Declaration 



Je revendique par le prdsent acte avoir la priority ^trang6re, en 
vcrtu du litre 35, § 119(a)-(d) ou § 365(b) du Code des Etats- 
Unis, sur toute demande 6trangdre de brevet ou certificat 
d'inventeur ou, en vertu du Titre 35, § 365(a) du m6me Code, sur 
toute demande intemationale PCT d6signant au moins un pays 
autre que les Etats-Unis et figurant ci-dessous et, en cochant la 
case, j'ai aussi indiqu^ ci-dessous toute demande 6trang6re de 
brevet, tout certificat d'inventeur ou toute demande 
intemationale PCT ayant une date de d^pot pr^c6dant celle de la 
demande k propos de laquelle une priority est revendiqu6e. 

Prior Foreign Application(s) 
Demande(s) de brevet ant6rieure(s) 



02 15978 



France 



(Number) 
(Numero) 



(Country) 
(Pays) 



(Number) 
(Numero) 



(Country) 
(Pays) 



Je revendique par le prdsent acte tout b^ndfice, en vertu du Titre 
35, § 1 19(e) du Code des Etats-Unis, de toute demande de brevet 
provisoire effectude aux Etats-Unis et figurant ci-dessous. 



(Application No.) 
(N° de demande) 



(Filing Date) 
(Date de d6p6t) 



(Application No.) 
(N° de demande) 



(Filing Date) 
(Date de depot) 



Je revendique par le present acte tout b^n^fice, en vertu du Titre 35, § 
1 20 du Code des Etats-Unis, de toute demande de brevet efFectu6e 
aux Etats-Unis, ou en vertu du Titre 35, § 365(c) du mdme Code, de 
toute demande intemationale PCT d^signant les Etats-Unis et 
figurant ci-dessous et, dans la mesure ou I'objet de chacune des 
revendications de cette demande de brevet n'est pas divulgu^ dans la 
demande ant^rieure am6ricaine ou intemationale PCT, en vertu des 
dispositions du premier paragraphe du Titre 35, § 1 12 du Code des 
Etats-Unis, Je reconnais devoir divulguer toute information pertinente 
k la brevetabilit^, comme d^fini dans le Titre 37, § 1.56 du Code 
fi^^ral des r6glementations, dont j'ai pu disposer entre la date de 
d^pot de la demande ant^rieure et la date de depdt de la demande 
nationale ou intemationale PCT de la pr^sente demande: 



(Application No.) 

(N" de demande) 



(Filing Date) 
(Date de d^t) 



(Application No.) 
(N° de demande) 



(Filing Date) 
(Date de d^pdt) 



Je declare par le present acte que toute declaration ci-incluse est, i ma 
connaissance, v^ridique et que toute declaration formul6e h partir de 
renseignements ou de suppositions est tenue pour v^ridique; et de plus, 
que toutes ces declarations ont ete formuiees en sachant que toute 
fausse declaration volontaire ou son equivalent est passible d'une 
amende ou d'une incarceration, ou des deux, en vertu de la Section 
1001 du Titre 18 du Code des Etats-Unis, et que de telles declarations 
volontairement fausses risquent de compromettre la validite de la 
demande de brevet ou du brevet deiivre A partir de celle-ci. 



1 hereby claim foreign priority under Title 35, United States Code 
§ 1 19(a)-(d) or § 365(b) of any foreign application(s) for patent or 
inventor's certificate, or § 365 (a) of any PCT International 
application which designated at least one country other than the 
United States listed below and have also identified below, by 
checking the box, any foreign application for patent or inventor's 
certificate, or PCT International application having a filing date 
before that of the application on which priority is claimed. 

Priority Claimed 
Droit de priorite revendique 



December 17, 2002 



(Day/Month/Year Filed) 
(Jour/Mois/Annee de depdt) 



(Day/Month/Year Filed) 
(Jour/Mois/Annee de depot) 



E 
□ 



I hereby claim the benefit under Title 35, United States Code, 
Section 119(e) of any United States provisional application(s) 
listed below. 



I hereby claim the benefit under Title 35, United States Code, § 
120 of any United States application(s), or § 365(c) of any PCT 
International application designating the United States, listed 
below and, insofar as the subject matter of each of the claims of 
this application is not disclosed in the prior United States or PCT 
International application in the manner provided by the first 
paragraph of Title 35, United States Code, § 112, 1 acknowledge 
the duty to disclose information which is material to patentability 
as defined in Title 37, Code of Federal Regulations, § 1.56 which 
became available between the filing date of the prior application 
and the national or PCT International filing date of this 
application. 



(Status) (patented, pending, abandoned) 
(Statut) (brevete, en cours d'examen, abandonne) 



(Status) (patented, pending, abandoned) 
(Statut) (brevete, en cours d'examen, abandonne) 

I hereby declare that all statements made herein of my own 
knowledge are true and that all statements made on information 
and belief are believed to be true; and further that these statements 
were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, 
under Section 1001 of Title 18 of the United States Code and that 
such will^l false statements may jeopardize the validity of the 
application or the patent issued thereon. 
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POUVOIRS: En tant que Tinventeur cit6, je ddsigne par la 
pr6sente I'(les) avocat(s) et/ou agent(s) suivant(s) pour qu'ils 
poursuive(nt) la procedure de cette demande de brevet et 
traite(nt) toute affaire s'y rapportant avec TOfFice des brevets et 
des marques: (mentionner le nom et le nuin6ro 
d'enregistrement). 



POWER OF ATTORNEY: As a named inventor, I hereby 
appoint the following attomey(s) and/or agent(s) to prosecute this 
application and transact all business in the Patent and Trademark 
Office connected therewith: (list name and registration number). 



All associated with Customer Number 2251 1 



All associated with Customer Number 225 1 1 



Adresser toute correspondance a: 

Address associated with Customer Number 225 1 1 



Send Correspondence to: 

Address associated with Customer Number 225 1 1 
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Adresser tout appel t^l^phonique &: 
(nom et numdro de t616phone) 



PATENT "^'^" 5|rect Telephone Calls to: 



(name and telephone number) 

Jonathan P. Osha 
713-228-8600 



Nom complet de I'unique ou premier inventeur 
Jean-Luc DAUVOIS 


Full name of sole or first^n^rftor 

Jean-Luc DAUVgfy^ . ^ 


Signature de T inventeur Date 


Inventor's Date I 3/^2^ o 


Domicile 

Le Mans, France 


Resi^cg>^ 
Le Mans, France 


Nationality 
France 


Citizenship 

France 


Adresse postale 

80 rue des Victimes du Nazisme 

72000 Le Mans 

FRANCE 


Post Office Address 

80 me des Victimes du Nazisme 

72000 Le Mans 

FRANCE 




Nom complet du second co-inventeur, le cas 6ch6ant 


Full name of second joint inventor, if any 


Signature du second inventeur Date 


Second inventor's signature Date 


Domicile 


Residence 


Nationality 


Citizenship 


Adresse postale 


Post Office Address 



(Foumir les mfimes reseignements et la signature de tout co- (Supply similar information and signature for third and subsequent 

inventeur suppl6mentaire.) joint inventors.) 
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CANAL+ TECHNOLOGIES 

Societe Anonyme au capital de 23 984 456,80 € 
Siege social : 34, place Raoul Dautry - 75015 Paris 

399 323 567 RCS Paris 



ASSEMBLEE GENERALE MIXTF 
DU 21 JUIN 2QQ4 



PROCES-VERBAL 
EXTRAIT 



L'an deux mil quatre et le vingt et un juin a quatorze heures, les actionnaires de la ^nri^fa 
Canal + Technologies se sont reunis au 46, quai Alphonse fe 02^- gl^oo b^^^^^^^^ 
Billancourt. sur convocation du President, faite individuellement d chaque acttonnaire 

L'trl?enT6?nS^ '^""'^ ^ '^^"^"^ ^ "'^"^^ '^^ actionnaires lors de leur 

pSntd^s'^^cl'"' Consell d-Administration est designe 

Ann'l^'SKnn'^'Jf?"'^^'"®"* ^ representer la s6ci6te Thomson, et Madame Marie- 

Ange Debon. les actionnaires repr6sentant tant par eux-meme que comme mandatairo t 
plus grand nombre d'actions et acceptant cette fonction. sont d^lignls scmteteure 

rnmntS®i.S!?'f'" "^"nauit & Compagnie et le Cabinet Salustro Reydel, Commissaires aux 
Comptes. dument convoques n'assistent pas S I'Assembtee. commissaires aux 

Monsieur Pierre There! est d§signe comme secretaire. 

Monsieur le President constate, d'apres la feuille de presence certifiee veritable nar Iaq 
membres du bureau, que les actionnaires presents ou represent^rposSdS 844 sl^ 
ac ions En consequence, I'Assembtee r6unissant plus du tiers des acttonfavant d^^^^^ 
eSiordiSre!"'""'""* ^* valablemeSt d^liberer tant'l «?^ordin^fr?qu1 Vrl 

Srt •'' ""^P"®"® ''"^ I'Assembtee est appetee ^ deliberer sur I'ordre du jour 

En la forme Ordinaire : 

> Rapport du Conseil d'Administration. 

> Distribution exceptionnelie de la reserve s'elevant a MHHHP euros. 
En la forme Extraordinaire : 

> Transfert du siege social, 

> Changement de la denomination sociale, 

> Refonte des statute, 

> Pouvoirs en vue des formalit§s. 
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Monsieur le President depose ensuite sur le bureau de I'Assemblee : 



les copies des lettres de convocation adressees aux actionnaires et les r6c6Disses 
postaux des lettres recommandees avec accuse de reception adressees d chacun 
des Commrssaires aux Comptes, 
la feuille de presence, 

les pouvoirs donnes par les actionnaires representes. ainsi que le formulaire de vote 
par con-espondance, 

les documents adress§s aux actionnaires sur leur demande ou mis a leur 
disposition. 

II depose egalement les documents suivants. qui vont etre soumis a I'Assemblee : 

le rapport du Conseil d'Administration. 

le texte des projets de resolutions, 

un exemplaii-e des projets de statuts soumis ^1 I'Assemblee. 

Monsieur le President rappelle que les dispositions des articles 133 - 135 du decret 67-236 
du 23 Mars 1967 relatives i i'information des actionnaires ont 6t6 obseiv^es et aue les 
documents et renseignements vises S I'article 140 du mSme d6cret ont 6tl' tenSs \ ll 
disposition des actionnaires. au siege social, dans les d^lais fix6s par ia ?6^men?atk)n Jn 

Le President donne lecture du rapport du Conseil d'Administration. 

Cette lecture termin6e et personne ne demandant la parole, le Pr6sident met aux voix les 
resolutions suivantes : 



DEBUT DE L'EXTRAIT 



En la forme Extraordinaire 
DEUXIEME RESOLUTION 

L'Assembl^e Generate Extraordinaire, apres avoir entendu la lecture du rapport du Conseil 
d administra ion. decide de transferer le siege social au 46. Qual Alphonse Le Gallo - 92100 
Boulogne Billancourt. a compter dece jour. 

Cette resolution, mise aux voix, est adoptee a I'unanimite. 

TROISIEME RESOLUTION 

L'Assembl§e Generale Extraordinaire, apres avoir entendu la lecture du rapoort du Con«;*»il 

"NAGRA THOMSON LICENSING" 
Cette resolution, mise aux voix, est adoptee a I'unanimite. 
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QUATRiEME RESOLUTION 



Extraordinaire, apres avoir entendu la lecture du rapport du Consei! 
d administration, decide la refonte des statuts de la Soci6t§. 

UAssemblSe Generals adopte article par article, puis dans son ensemble le texte des 
drr^inttio^nS;^^°"'" '"^'"^"^ ^'^^^ -dificairdet 



Cette resolution, mise aux voix, est adoptee d l'unanimit§. 



FIN DE L'EXTRAIT 
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CANAL + TECHNOLOGIES 
A French corporation with a capital of 23, 984, 456.80 € 
Head office: 34, place Raoul Dautry, 75015 Paris 
Company Registration N° 399 323 567 RCS Paris 

MDCED GENERAL MEETING 
of the 21'%f JUNE 2004 

EXTRACTS FROM THE MINUTES 

On the 21'^ of June 2004, at 2pm, the shareholders of Canal + Technologies met at 46 Quay 
Alphonse le Gallo - 92100 Boulogne-Billancourt. All the shareholders had individually been 
notified of the meeting by the Chairman. 

An attendance sheet was signed by the shareholders as they entered the meeting. 

Mr. Jean-Charles Hourcade, the Chairman of the board was appointed flie Chairman of the 
meeting. 

Mr. Philippe Andrau, Thomson company's duly authorized representative and Ms. Marie 
Ange Debon, the shareholders who alone and by proxy were representing the largest number 
of shares, were appointed the scrutineers; appointments which they duly accepted. 

The auditing firms of Barbier Fririault & Compagnie and Salustro Reydel who had been duly 
invited, did not attend the meeting. 

Mr. Pierre Therel was appointed the secretary. 

The Chairman declared that the attendance sheet, which had been checked by the committee, 
showed that the present or represented shareholders possessed 239, 844, 565 shares. As a 
consequence the meeting was of legally composition, because it had gathered more than a 
third of the legally voting shares. It could therefore legally vote decisions either as an ordinary 
or special meeting. 

The Chairman reminded the meeting that it had been assembled to vote on the following 
agenda: 

As an ordinarv meeting : 

> the Board of Directors' report, 

> exceptional distribution of the reserve which amounts tofllHHBHBB euros, 

As a special meeting : 

> a transfer of the head office, 

> a change of the registered company name, 

> a revision of the statutes, 

> administration powers. 



The Chairman then tabled the following documents: 

- copies of the meeting notifications that had been sent to the shareholders and the postal 
receipts of the registered letters, with acknowledgment of reception, that had been sent to each 
of the auditors, 

- the attendance sheet, 

- the powers given by represented shareholders as well as the postal voting form, 

- documents sent to the shareholders at their request or made available for tfiem 

He also tabled the following documents which were to be presented to meeting: 

- the Board of Directors' report, 

- the text containing the of resolution projects, 

- a copy of the of statute projects to be put to the meeting. 

The Chairman reminded the meeting that the clauses of Sections 133 - 135 of the Decree 67- 
236 of the 23rd of March 1967 concerning the way shareholders must be informed had been 
adhered to and that the relevant documents and information of Section 140 of the same 
Decree had been made available to the shareholders, at the head office, during the period 
necessary, in accordance with the current regulations. 

The Chairman read the Board of Directors' report. 

At the end of this reading, nobody having asking for the floor, the Chairman put following 
resolutions to vote: 



BEGINNING OF THE EXTRACT 



As a special meeting ; 
SECOND RESOLUTION 

The Special General Meeting, having heard the reading of the Board of Directors' report, 
decided to transfer the Head Office to 46 Quay Alphonse Le Gallo - 92100 Boulogne 
Billancourt, as from this day. 

This resolution, put forthwith, was unanimously adopted. 
THIRD RESOLUTION 

The Special General Meeting, having heard the reading of the B.oard of Directors' report, 
decided to modify, as from this day, the registered company name, which henceforth became; 

"NAGRA THOMSON LICENSING" 

This resolution, put forthwith, was unanimously adopted. 



FOURTH RESOLUTION 

The Special General Meeting, having heard the reading of the Board of Directors' report, 
decided on a revision of the company statutes. 

The General meeting adopted the text of the revised company statutes, first one by one and 
then as a whole, including the transfer of the Head Office and the modification of the 
registered company name. 

This resolution, put forthwith, was unanimously adopted. 



END OF THE EXTRACT 



./, Mr, Peter L RAWLINGSON, sworn ti^anslator for the Court of Appeal of Poitiers, France, certify 
that this is a time and sworn ti'anslation of a 03-page mixed general meeting 
Minutes, the French original of which was sighted by me on this day, 02 February, 2007, 

Je soussigne, M. Peter I. RAWLINGSON, expert tt^aducteur - interprete assermente pres la Cour 
d'Appel de POITIERS^ cerdfie que cette traduction legale est conforme a Voriginal d'un extrait de 
proces-verbal de Vassemblee general vupar moi-meme aujourd*hui le ozfevrier, 2007. 

M. Peter /. Rawlingson, 

Traducteur assermente, 

%a Martine\ 

9 rue de la Picotelle, 

17480, Le Chateau dVleron, 

France, 

Tel / Fax: 05 46 47 74 54, 
peterraM4ingson@tradiicteiir-assermente.fr 



